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Cybersecurity (computer security)

• NIST Internal/Interagency Report NISTIR 7298 defines 
Computer Security as follows:

“Measures and controls that ensure confidentiality, 
integrity, and availability of information system 
assets including hardware, software, firmware, and 
information being processed, stored, and 
communicated.”

CIA TRIAD
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Confidentiality

• Data confidentiality:
– Assures that private or confidential information is not 

made available or disclosed to unauthorized 
individuals.

• Privacy:
– Assures that individuals control or influence what 

information related to them may be collected and 
stored and by whom and to whom that information 
may be disclosed.
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Integrity

• Data integrity:
– Assures that information and programs are changed 

only in a specified and authorized manner.
• System integrity

– Assures that a system performs its intended function 
in an unimpaired manner, free from deliberate or 
inadvertent unauthorized manipulation of the 
system.
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Availability

Assures that systems work promptly and 
service is not denied to authorized users.
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Two additional concepts

• Authenticity: The property of 
being genuine and being able 
to be verified and trusted. It 
includes verifying that users 
are who they say they are and 
that each input arriving at the 
system came from a trusted 
source.

• Accountability: It supports traceability, nonrepudiation, 
deterrence, fault isolation, after-action recovery and 
legal actions. 
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To-be-protected assets

• Hardware
Including computer systems and other data processing, data 
storage, and data communications devices

• Software
Including the operating system, system utilities, and 
applications

• Data
Including files and databases, as well as security-related 
data, such as password files

• Communication facilities and networks
Local and wide area network communication links, bridges, 
routers, and so on
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Vulnerabilities Leaky system
For instance, non 
authorized users get 
access to private 
information

Corrupted system
For instance, stored 
information may differ 
from what it should be

Lack of availability

Unavailable system
Using the system or 
network becomes 
impossible or impractical

Lack of integrity

Lack of confidentiality
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Threats and attacks

• A threat represents a potential security harm to an 
asset

• An attack is a threat that is carried out (threat action) 
and, if successful, leads to an undesirable violation of 
security, or threat consequence

• The agent carrying out the attack is called attacker or 
threat agent

• Active vs passive attacks
• Inside vs outside attacks
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Countermeasures

• A countermeasure is any means taken to deal with a 
security attack

• Countermeasures may aim at
– preventing attacks
– detecting attacks
– responding to attacks
– recovering from the effects of attacks
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A summarizing picture
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A zoo of attacks

An unauthorized disclosure is a threat to confidentiality
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A zoo of attacks

Deception is a threat to either system or data integrity 
(or accountability)
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A zoo of attacks

Disruption is a threat to availability or system integrity
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A zoo of attacks

Usurpation is a threat to system integrity
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Attacks vs assets
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Countermeasures
• In FIPS 200 (“Minimum Security Requirements for Federal 

Information and Information Systems”), NIST identifies 17 
functional requirements for securing a system

• Each requirements involves one or both
– computer security technical measures (either hardware or 

software)
– management measures

If you think technology can solve your security problems, 
then you don’t understand the problems and you don’t 

understand the technology
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Before starting: attack surface

• An attack surface consists of the reachable and 
exploitable vulnerabilities in a system.
– Open ports on outward facing Web and other servers, and 

code listening on those ports
– Code that processes incoming data, e-mail, XML, office 

documents, and industry-specific custom data exchange 
formats

– An employee with access to sensitive information vulnerable 
to a social engineering attack
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Before starting: attack trees

• Attack trees can be used to identify vulnerabilities in a 
hierarchical way to ease the deploy of 
countermeasures

• Root = security incident, goal of the attack
• Nodes = the ways by which an attacker could reach 

that goal are iteratively and incrementally represented 
as branches and subnodes

• Leaves = initial point of the attack

• Intermediate nodes may be either AND or OR nodes
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Attack tree: an example
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Countermeasures
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Countermeasures
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Countermeasures
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Countermeasures
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Secure design principles

• Simplicity. The design of security measures in both 
hardware and software should be as simple and small 
as possible.

• Fail-safe default. Access decisions should be based 
on permission rather than exclusion, i.e. the default 
situation is lack of access, and the protection scheme 
identifies conditions under which access is permitted. 

• Complete mediation. Every access must be checked 
against the access control mechanism.

• Open design. The design of a security mechanism 
should be open rather than secret.
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Secure design principles

• Least privilege. Every process and every user of the 
system should operate using the least set of privileges 
necessary to perform the task

• Least common mechanism. System design should 
minimize the functions shared by different users, 
providing mutual security. 

• Acceptability. Security mechanisms should not 
interfere unduly with the work of users, and at the same 
time meet the needs of those who authorize access.
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Secure design principles

• Isolation: i) public access systems should be isolated 
from critical resources; ii) processes and files of 
individual users should be isolated from one another; iii) 
security mechanisms should be isolated. In object 
oriented systems isolation is achieved by means of 
encapsulation

• Modularity: i) develop security functions as separate, 
protected modules; ii) individual parts of the security 
design can be upgraded without the requirement to 
modify the entire system
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Secure design principles

• Layering. Use multiple, overlapping protection 
approaches addressing the people, technology, and 
operational aspects of information systems. This 
technique is often implemented according to the 
defense in depth paradigm

• Least astonishment. Any security mechanism 
(program or user interface) should always respond in 
the way that is least likely to astonish the user. 
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A (very) difficult job

Challenges making (even imperfect) security hard to 
reach include:
• Requirements are straightforward but the methods to 

reach them are not
• Attacks are often designed by looking at the problem in 

a completely different way, exploiting unexpected 
weaknesses.

• The procedures used to provide particular services are 
often counterintuitive and the reasons why certain steps 
are made unclear.
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A (very) difficult job

• Key release, maintenance and distribution
• Battle of wits, but one single failure can be fatal
• Security requires regular, even constant monitoring, 

which is difficult in today’s short-term, overloaded 
environment.
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A (very) difficult job

• There is a natural tendency on the part of users and 
system managers to perceive little benefit from security 
investment until a security failure occurs.

• Security is still often an afterthought to be incorporated 
into a system after the design is complete, rather than 
being an integral part of the design process.

• Many users and even security administrators view 
strong security as an impediment to efficient and user-
friendly operation.
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