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Informed Watermarking by Means of Orthogonal and
Quasi-Orthogonal Dirty Paper Coding

Andrea Abrardo, Member, IEEE, and Mauro Barni, Member, IEEE

Abstract—A new dirty paper coding technique that is robust
against the gain attack is presented. Such a robustness is obtained
by adopting a set of (orthogonal) equi-energetic codewords and
a correlation-based decoder. Due to the simple structure of or-
thogonal codes, we developed a simple yet powerful technique to
embed the hidden message within the host signal. The proposed
technique is an optimal one, in that the embedding distortion
is minimized for a given robustness level, where robustness is
measured through the maximum pairwise error probability in the
presence of an additive Gaussian attack of given strength. The
performance of the dirty coding algorithm is further improved
by replacing orthogonal with quasi- orthogonal codes, namely,
Gold sequences, and by concatenating them with an outer turbo
code. To this aim, the inner decoder is modified to produce a
soft estimate of the embedded message. Performance analysis is
carried out by means of extensive simulations proving the validity
of the novel watermarking scheme.

Index Terms—Dirty paper coding, informed embedding, in-
formed watermarking, orthogonal codes, spherical codes, turbo
coding.

I. INTRODUCTION

S INCE it has been recognized that digital watermarking can
be seen as a problem of communications with side infor-

mation at the encoder [1], informed watermarking algorithms,
which adapt the watermarking signal to the particular realization
of the to-be-marked signal, have received increasing attention
due to their superior performance with respect to conventional
blind embedding methods. By recalling some consolidated re-
sults of Inf. Theory dealing with channels with side information
[2], [3], and by adapting them to the watermarking case [4]–[7], it
can be demonstrated that under the hypothesis of additive white
noise attack and independent and identically distributed (iid)
Gaussian host features [7], it is possible to completely eliminate
the interference between the hidden and the host signals, thus
reaching the same capacity obtained by systems where the de-
coder can access the original non marked data. An extension of
the above result to the more general cases of non-iid sequences
and non-Gaussian host features is given in [8], [9].
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Quantization Index Modulation (QIM) watermarking is a
practical way to put the informed watermarking principles at
work. A scalar version of QIM, known as Dither Modulation
(DM) with bit repetition, or its distortion compensated version
(DC-DM or SCS [10]), is usually adopted, since, due to the
lattice-based nature of the codebook entries, it permits very fast
codinganddecoding,with verygoodperformance.Alternatively,
the correlation between the cover feature sequence and a refer-
ence pseudo-noise sequence is quantized, leading to the Spread
Transform-Dither Modulation (ST-DM) algorithm [6], [11].

A major problem with lattice-based watermarking is vulner-
ability against value-metric scaling of the host features, specif-
ically against the gain attack, consisting in the multiplication
of the host feature sequence by a constant factor , which is un-
known to the decoder. This weakness derives from the choice of
using the host features amplitude to convey the hidden message.
The possible approaches to cope with the gain attack, in the
framework of QIM watermarking, can be classified into three
main categories: i) embedding of an auxiliary pilot signal to be
used by the decoder to recover from amplitude scaling [12]1;
ii) embedding the watermark in a domain which is invariant to
value-metric scaling; and iii) adoption of spherical codewords
[13] together with correlation decoding [14], [15], [19].

The insertion of a pilot signal is not advisable in many prac-
tical applications, since embedding two signals instead of one
increases the distortion incurred by the host signal, and most of
all, it introduces an additional source of weakness against ma-
licious attacks, since attackers can either decide to attack the
watermark or the pilot signal. The identification of an embed-
ding domain that is invariant with respect to the gain could
represent the ideal solution; however, finding such a domain is
not an easy task.

The third possibility, which is the one we follow here, stems
from the observation that using a minimum distance decoder on
a set of codewords lying on the surface of a sphere, i.e., adopting
equi-energetic codewords, results in hyperconic decoding re-
gions centered in the origin. This in turn ensures that multi-
plication by a constant factor does not move a point from one
decoding region to the other. The adoption of spherical codes
in watermarking can also be given a more theoretical justifi-
cation if we assume that the host features follow a Gaussian
distribution. The analysis given in [7] shows that distributing
the codewords on the surface of a sphere and using a minimum
distance decoder results in a capacity achieving strategy. It is
worth noting, though, that invariance against the gain attack is
obtained even in the more general case of non-Gaussian host

1In principle g could also be estimated blindly; however, in this case, the
accuracy of the estimate gets worse.
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features. What is lost with sources that cannot be assumed to lie
on a hypersphere is embedding efficiency, i.e., a higher distor-
tion is required for the same level of robustness.

The design of good spherical codes has long been studied
[13], and several classes of spherical codes exhibiting good
compaction and/or error correction properties exist (see, for
example, the papers by Hamkins and Zeger [16], [17]); however,
in most cases, the structure of these codes is so complex that
a simple, yet effective, embedding strategy is not easy to find.
In fact, in practical situations, where due to limited length, the
host feature sequence cannot be assumed to lie on a spherical
surface, the simple embedding strategy indicated by theory [3],
[7] and described in (3) cannot be used, since the host feature
sequence is likely to be very distant from the closest codebook
entry associated to the to-be-hidden message. In this case, a more
sophisticated embedding strategy is needed to ensure that the
watermarked feature sequence falls inside the correct decoding
region. This is, in the essence, the ultimate goal of this paper: to
propose a watermarking scheme based on spherical codes for
which we developed a simple embedding strategy, which min-
imizes the embedding distortion under a robustness constraint.
To do so, we rely on the properties of orthogonal equi-energetic
codes. Then, by recognizing that orthogonal codes have rather
poor error correcting capabilities, we introduce two modifica-
tions to the basic scheme that permit to improve the performance
of the system: First, quasi-orthogonal, Gold sequences are
used instead of orthogonal sequences; second, a channel turbo
coding step is applied on top of the orthogonal codes.

The use of equi-energetic codewords and correlation-based
decoding as a possible remedy against the gain attack was already
proposed by Miller et al. in [14] and [15]. Miller’s system relies
on a dirty paper trellis in which several paths are associated to
the same message. Though ensuring excellent performance, the
system by Miller et al. suffers from several problems, mostly
deriving from the difficulty of ensuring that the correct decoding
region is entered with minimum distortion. This causes Miller’s
system to be very complex and the watermark to be slightly per-
ceptible. Another scheme somewhat resemblingour systemis the
Improved Spread Spectrum (ISS) watermarking algorithm pro-
posed by Malvar and Florencio [18], where two equi-energetic
codewords are used to embed one bit of information. A simple
informed embedding strategy is also described to map the host
feature sequence into the correct decoding region, while paying
attention to keep the embedding distortion as low as possible.
The main difference between ISS and our scheme is that ISS does
not allow the encoder to choose the codewords according to the
host signal, i.e., it does not follow the dirty paper coding strategy.
This results in a performance penalty that is particularly evident
for moderate to high rates (see Sections III-B and V-A).

Throughout the paper, the performance of the newly proposed
scheme is evaluated by means of extensive numerical simu-
lations and compared with competing gain-invariant strategies
such as ISS and dirty-trellis watermarking. As demonstrated in
Section V-A, a good robustness is obtained, while retaining a
sufficiently high payload and keeping the computational burden
extremely low.

This paper is organized as follows. In Section II, we describe
the theoretical framework and notation. In Section III, the basic

Fig. 1. General informed watermarking scheme.

orthogonal dirty paper coding algorithm is presented. In Sec-
tion IV, the performance of the basic algorithm are improved
by adopting quasi-orthogonal instead of orthogonal codewords.
The possibility of further improving the system by concate-
nating the dirty paper code with an outer turbo code is described
in Section V. Throughout the paper, results obtained by means of
Monte Carlo simulations are used to evaluate the performance
of the novel algorithm. Finally, in Section VI, some conclusions
are drawn and directions for future research highlighted.

II. THEORETICAL FRAMEWORK

The general formulation of the watermarking problem as a
communication channel with side information at the encoder is
summarized in Fig. 1. At the input of the system, we have a
message chosen within the set with all the pos-
sible messages. Let be the number of messages contained
in 2. The message has to be embedded within a cover feature
sequence emitted by a source , producing the watermarked
feature sequence . The insertion of within goes through
the definition of a watermarking signal , which is added to ,
hence, giving

(1)

Note that, in general, may depend on , as it is actually
dictated by the informed watermarking paradigm. The water-
marked sequence is usually corrupted by an attack noise that
we will assume does not depend on . The decoder receives a
corrupted version of the marked sequence, and it produces an
estimate of the hidden message.

In [3], Costa showed that under the assumptions that and
are iid Gaussian sequences, the capacity of the channel depicted
in Fig. 1 does not depend on the power of the host sequence .
Some recent generalizations of Costa’s results can be found in
[7]–[9].

The capacity achieving embedding strategy following from
Costa’s work, which is usually referred to as random binning,
proceeds as follows. The embedder generates a codebook
consisting of sequences having Gaussian distribution
with zero mean and variance , where indicates
the variance of the cover features, is the maximum power the
encoder may use, and is a parameter to be optimized based on
the particular values assumed by and . These sequences
are split into bins, where each bin is associated with a mes-
sage in . To cast into , the embedder looks for a sequence

in the bin indexed by such that

(2)

2We measure the rate in bits/sample instead of nats/sample as in [3].
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Fig. 2. General informed watermarking scheme with the gain attack.

Fig. 3. Splitting of the informed watermarking procedure into informed coding
and informed embedding.

for a small . Then, the marked feature vector is formed as

(3)

We can observe that (2) ensures that and are nearly orthog-
onal: a condition that is equivalent to ensuring the joint typi-
cality of , and (for a tutorial introduction to typical se-
quences, see [19] and [20]). Upon receiving , the decoder looks
for a sequence in that is jointly typical with and outputs the
message associated with the bin to which the decoded sequence
belongs.

When the gain attack is taken into account, the scheme in
Fig. 1 must be modified as in Fig. 2, where prior to noise ad-
dition the watermarked features are scaled by a factor . As a
matter of fact, in Costa’s formulation, random binning water-
marking does not imply any weakness against the gain attack.
For sufficiently large, in fact, all the typical sequences
have approximately the same energy, since they are uniformly
distributed in a thin -dimensional spherical shell of radius

.
In the following, we find it convenient to look at informed

watermarking as a process consisting of two main steps: infor-
mation coding and information embedding (see Fig. 3). Specifi-
cally, the strategy of associating more than one codeword to each
message and letting the chosen codeword depend on the side in-
formation will be referred to as informed coding, or dirty paper
coding, in honor of Costa’s paper, whereas the term informed
embedding will denote the strategy used to actually embed the
chosen codeword within the host feature sequence. Note that as
long as the embedder can ensure that lies in the correct de-
coding region, host-signal interference is cancelled, and a zero
error probability is reached in the absence of attacks. Accord-
ingly, by relying on the simple structure of orthogonal code-
words, we propose an optimal informed embedding strategy,
ensuring that a given level of robustness is obtained while min-
imizing the embedding distortion . This is the aim of the
next section, where a robustness measure tightly related to the
bit error probability of the system for an additive white Gaussian
noise (AWGN) channel is introduced and the corresponding op-
timal embedding algorithm described.

III. ORTHOGONAL DIRTY PAPER CODING

In order to introduce the new orthogonal dirty paper coding
technique, let us consider a side information sequence . Let
the length of this sequence be , and let be a real

unitary matrix such as . The codebook
is formed by the columns of , i.e., each column of , say,

, represents one out of available code-
words. A message of bits is embedded within a side informa-
tion block of length . To this aim, each -bit message is asso-
ciated with one codeword that will be referred to as the carrier
codeword. Note that since the number of available codewords is

, a clear limit exists for , i.e., , or, equivalently,
. Of course, the use of orthogonal codes, somewhat re-

sembling orthogonal modulation and Spread Spectrum systems,
is far from optimal from a capacity point of view, since when the
length of the code tends to infinity, the code rate tends to zero.
Anyway, our analysis is focused on error probabilities rather
than capacity, and it mainly applies to practical scenarios that are
very far from the asymptotical analysis typical of Inf. Theory.
For an in-depth discussion about the differences between per-
formance analysis based on error probability and capacity, see
[11] and [21].

As in any QIM scheme, we now must split the codebook
into a number of subsets (bins), where each is associated with
a given message. Given the symmetric structure of our code-
book—all the distances between codewords are equal—we can
choose any partition of . Let us then consider disjoint sub-
sets , such that , and assume that
a one-to-one predefined mapping exists between each possible

-bit information sequence and the subsets
. This means that each -bit information sequence can be as-

sociated with one out of carrier codewords belonging
to the same subset. In the following, we will assume that the th
message has to be hidden within and indicate the sequence as-
sociated with it by . In order to specify the embedding rule,
we must first define the decoding process. In particular, upon
receiving , the decoder estimates the hidden carrier sequence
by evaluating

(4)

where stands for transpose operation. The estimated message
corresponds to the message associated to the bin to which

belongs. The watermarking signal is chosen in such a way
that the watermarked feature vector

(5)

lies inside the decoding region associated with . In this
process, the embedder takes care to reach a given level of
robustness with a minimum distortion (see Section III-A).
Note that the decoding rule outlined above, together with the
equi-energetic nature of the carrier codewords, ensures that the
watermark retrieval is invariant with respect to the multiplica-
tion by an unknown scale factor.

In Section III-A, we derive an optimal embedding strategy
permitting to minimize the embedding distortion for a fixed ro-
bustness. To do so, we need to define a proper robustness mea-
sure. A possible solution is to directly use the error probability in
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the presence of an additive white Gaussian attack, i.e., the error
probability resulting by letting and by assuming
that . Minimization of the embedding distortion
based on the exact error probability, however, is too complex;
hence, we prefer to use the the maximum pairwise error proba-
bility between and the other codewords in [22]. The good-
ness of such a probability as an approximation of the exact error
probability is verified experimentally in Section III–B. With the
above observations in mind, let us indicate the pairwise error
probability between and by ; by remembering
the decoding rule (4), we have

Prob (6)

where , and where
the error probability is averaged over , i.e., by conditioning on
the realization of the message and the cover signal (and,
hence, ). Note that in the sequel (see the next section), we
will use (6) to drive the watermark embedding phase; hence,
conditioning to is a reasonable (necessary) operation, since the
embedder wants to fix the robustness of the watermark for any
particular realization of . At the same time, since the embedder
will ensure that the same target is obtained for every
realization of will also give a measure of the overall
robustness of the watermark when averaged over . The proba-
bility (6) can be evaluated by using the approximation3 [22]

(7)

which can be equivalently expressed as

(8)

Equation (8) can be conveniently rewritten by defining the doc-
ument-to-noise ratio (DNR) introduced by the attack, i.e.,

DNR (9)

where is the power of the side information .
By considering (9) and (8), we obtain

DNR

(10)

In addition, since , then . Hence,
(10) can be expressed as

DNR

(11)

3This approximation is known to be good on a log scale.

In the following, we will first derive the optimal embedding rule
under a constant robustness constraint (see Section III-A), and
then, we will validate the theoretical analysis, and the under-
lying assumptions, by means of Monte Carlo simulations (see
Section III-B)

A. Constant Robustness Embedding

As we outlined in Section II, the informed watermarking par-
adigm consists of two main steps: choice of the carrier code-
word and embedding of within . We first analyze the
latter problem and postpone the discussion about the choice of

to the end of this section. Hence, we assume that the carrier
codeword is known and consider the problem of optimally
embedding it within . In particular, we consider a constant ro-
bustness optimality criterion for which the watermark robust-
ness is fixed and the embedding distortion , which, in our case,
is equal to the watermarking signal energy , is minimized.
As a measure of robustness, we choose the maximum pairwise
message error probability in the presence of Gaussian noise de-
rived in the previous section. Note that since we want a low error
probability to be obtained in the presence of Gaussian noise, the
marked feature vector surely lies inside the correct decoding re-
gion. This in turn guarantees that in the absence of attacks, a null
probability of error is obtained, thus ensuring complete host in-
terference rejection.

To go on with the derivation of the optimal embedding pro-
cedure, let us denote by

(12)

the target robustness level, expressed in terms of pairwise error
probability [see (7)]. In this case, the constant robustness em-
bedding problem can be formulated as follows. Evaluate the
watermarked -dimensional column vector or, equivalently,
the watermarking signal , that minimizes the distortion

, subject to the linear constraint4

(13)

where

DNR
(14)

Since the columns of the unitary matrix form an orthonormal
basis for , it is always possible to express the watermarking
signal as a linear combination of , i.e.,

(15)

where is the column vector with the
weights of the linear combination. Given the above, we have

4Since we do not impose any upper bound on the allowed distortion, the fea-
sibility set of the linear inequalities in (13) is surely nonempty, as it can be seen
by letting � = 0; 8i 6= m and � sufficiently high.
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and . Ac-
cordingly, the information embedding problem is equivalent to
finding

subject to

(16)

that is equivalent to

subject to

(17)

where . Note that in (17) represents
the weight of the carrier codeword ; hence, it is expected that
this term can never be negative. This can be proved by contra-
diction. Suppose that : In this case, the constraint in (17)
is also satisfied for , which allows us to achieve a lower

than any , thus contradicting the assumption.
In order to simplify the embedding problem, let us observe

that if is greater than or equal to zero, the value
of that minimizes while fulfilling the constraint is

. Conversely, if is lower than zero, then the
minimum is obtained on the edge, i.e., for .
Hence, the constraint in (17) can be reformulated as

(18)

Accordingly, the minimization problem can be expressed as

(19)

Note that the problem is now formulated as a one-dimensional
minimization problem in the unknown . Such a minimum can
be easily computed by means of a numeric approach (e.g., see
[23]).

Having defined the optimal embedding rule, we now go back
to the choice of , i.e., to the definition of the informed coding
mapping associating with a codeword in . By recalling that
the decoder takes its decision by maximizing the correlation be-
tween and all the codewords in , a heuristic way of choosing

consists of choosing the carrier codeword that maximizes
the correlation with , i.e.,

(20)

Note that this exactly corresponds to the encoding algorithm
used in [7] to prove the achievability part of the watermarking
channel coding theorem.

B. Simulation Results

The embedding procedure derived in the previous section re-
lies on a couple of simplifying assumptions, namely, the use of

TABLE I
MESSAGE ERROR PROBABILITY P OBTAINED THROUGH SIMULATIONS FOR

DNR = 10 dB, FOR DIFFERENT VALUES OF P [SEE (14)] AND FOR k = 1

AND k = 2; n = 32

the pairwise error probability and the approximation (7); hence,
its validity has been checked through Monte Carlo simulations.
During the simulations, both the side information and the
external attack have been generated according to an AWGN
model. First of all, we verified the validity of the analysis leading
to (7)–(11). In particular, we verified whether the actual error
rate corresponds to that predicted theoretically on the basis of
the imposed robustness level. Table I shows the actual message
error probability obtained through simulations for DNR

dB and for different target robustness levels, namely,
, and [remember that, according to (14), we

chose to measure robustness in terms of the maximum pairwise
error probability, since we argued that this is a good approxima-
tion of the true error probability ]. In particular, the message
error rate obtained through simulations represents the proba-
bility that the estimated sequence is different from the actual
information sequence embedded in . The actual error prob-
abilities have been obtained by averaging over the noise se-
quence and the hidden message. It is readily seen that for both

and , the actual error probability is slightly
lower than the target values, thus confirming the validity of the
proposed analytical approach. Note also that the lower the prob-
ability, the closer is to . This is due to the approximation
in (7), which becomes more accurate for higher signal-to-noise
ratios, i.e., for lower error probabilities.

Then, we evaluated the overall performance of the proposed
approach as a function of the watermark-to-noise ratio (WNR),
which is defined as

WNR (21)

The plots have obtained by fixing the watermark strength, mea-
sured in terms of document-to-watermark ratio (DWR), i.e.,

DWR (22)

A summary of the results we obtained is given in Fig. 4, where
the bit error probability is plotted as a function of WNR. The
results refer to , different values of DWR (14 and 18
dB), and and (i.e., and ).

To better appreciate the effectiveness of the orthogonal dirty
paper coding scheme, we compared it against the ISS algorithm
described in [18]. As briefly outlined in the introduction, this
scheme is somewhat similar to the one presented here, since it
is still based on the informed embeddign paradigm, and it is
invariant against the gain attack. The main difference between
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Fig. 4. Orthogonal Informed Embedding (OIE) performance: n = 32; k =
1(R = 1=32), and k = 2(R = 1=16).

the two schemes is that ISS does not make a provision for in-
formed coding, since the codeword associated with each mes-
sage is fixed. As it can be seen in Fig. 5, this represents a great
penalty for ISS, which, for the payloads and DWRs reported in
the figures, always performs worse than our scheme. As a matter
of fact, ISS performs better than our algorithm only for very low
bit rates and/or low DWR.

IV. QUASI-ORTHOGONAL DIRTY PAPER CODING

To improve the performance of the proposed system, we
start by replacing the orthogonal codes with quasi-orthogonal
sequences to increase the number of available codewords for
a given sequence length . Specifically, we will use Gold
sequences of length since their cross-correlation properties
ensure that different sequences are almost orthogonal among
them [22], [24]. We start by reviewing the embedding proce-
dure derived so far, and then, we will evaluate the performance
improvement by means of numerical simulations (see Sec-
tion IV-B).

A. Constant Robustness Embedding

In this section, we will assume that the column vectors
of the matrix are Gold sequences [22], [24]. In this case,
the matrix is a rectangular matrix with column vec-
tors , representing a set of Gold sequences
with length . Gold sequences have been widely studied in the
technical literature, particularly for spread spectrum applica-
tions, since their autocorrelation and cross-correlation functions
are reminiscent of the properties of white noise. Specifically,
in the following, we will assume that are normalized Gold
sequences with . Note that all Gold se-
quences have the same norm, thus ensuring that the decoder per-
formance is invariant with respect to multiplication by a gain
factor . In this case, for a given length , the number
of possible Gold sequences that are characterized by good peri-
odic cross-correlation properties is . Since each cyclic shift

Fig. 5. OIE versus ISS performance. (a) n = 32; k = 1 (OIE), DWR = 14,
and 16 dB. (b) n = 16; k = 1 (OIE), DWR = 10 dB, and 12 dB.

of any Gold sequence is still characterized by the same proper-
ties, the overall number of Gold sequences that can be consid-
ered for information embedding is . Note that,
as required to write (15), Gold sequences constitute a frame for

, hence ensuring that every element of can be expressed
as a linear combination of the ’s.

Let us now consider the distortion introduced by watermark
embedding. We have

(23)

We now argue that, due to the particular properties of Gold se-
quences, the first term of the above equation is dominant with
respect to the second, even if the second term is not exactly equal
to zero due to the nonperfect orthogonality of ’s. Such an
assumption has been validated through numerical simulations,
whereby we verified that at least for the values of and DWR
used throughout this paper, on the average, the ratio between the
second and the first term in the right part of (23) is about dB.
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TABLE II
GIE ACTUAL BLOCK ERROR PROBABILITY P OBTAINED THROUGH

SIMULATIONS FOR DNR = 10 dB, FOR DIFFERENT VALUES OF P [SEE

(14)] AND FOR k = 1 AND k = 2; n = 32

Moreover, with very high probability, the second term is lower
than zero, hence contributing to the increase of the DWR. By re-
lying on the above observations, the minimization of
can still be considered to be the target of the information em-
bedding problem.

We must now consider the impact of the nonperfect orthog-
onality of Gold sequences on the robustness constraint. To this
aim, let us consider the term

(24)

which gives a measure of the robustness of the information em-
bedding procedure. Since and ,
(24) can be expressed as

(25)

Since , we get directly from (25)

(26)

By invoking again the cross-correlation properties of Gold se-
quences, we argue that the last two terms in (26) have a minor
impact on the bit error probability expression. Of course, this
is not completely true; hence, it is expected that for a given
threshold [computed by neglecting the two additional terms
in (26)], the error probability will slightly increase with re-
spect to the orthogonal case.

B. Simulation Results

As we noted in the previous section, the adoption of Gold se-
quences instead of truly orthogonal codes results in the appear-
ance of an additional noise term, that, according to (26), depends
on the unknown weights . Hence, the actual error probability

cannot be given a priori but can only be estimated by means
of computer simulations.

As an example, Table II shows the actual error probability
obtained through simulations for the Gold Informed Embedding
(GIE) strategy described above. Results in Table II are derived
in the case of DNR dB and for different target robustness
levels, i.e., . Note that, as expected, in

Fig. 6. OIE versus GIE performance. (a)n = 32 (OIE), n = 31 (GIE), k = 1
and k = 2(R = 1=16; R = 2=31);DWR = 14 dB. (b) DWR = 18 dB.

this case, the actual error probabilities are higher than , on
account of the additional noise term that is not included in the
evaluation of in (14). However, for a given (actual) , due to
the higher number of available sequences in , the pseudo-noise
informed embedding strategy permits us to noticeably increase
the DWR, hence resulting in better overall performance.

Such performances, resulting from Monte Carlo simulations,
are shown in Fig. 6 and for and
DWR dB in part (a) of the figure and

and DWR dB in part (b). For comparison
purposes, the Orthogonal Informed Embedding (OIE) curves for

[ , part (a)] and [
, part (b)] are also given. Note that the GIE strategy

allows us to get an improvement ranging from 1 to 2 dB. It is
worth noting that, on account of Gold sequence construction
constraints, in the Gold case, we have , i.e., it is
not possible to have exactly the same length for the GIE and
OIE cases. Hence, the actual performance gain of GIE is slightly
better than that shown in Fig. 6.
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V. MULTISTAGE DECODING

As a second way to improve the performance of the basic
scheme described in Section III, we insert an additional channel
coding step prior to orthogonal (or Gold) dirty paper coding.

To start with, let us remember that the proposed informed em-
bedding strategy takes a block of bits and associates them with
the transmitted sequence of length in a similar way to a
classical one-step channel coding scheme. Hence, following the
analogy with communication systems, the overall system per-
formance can be improved by means of a serial concatenation of
channel codes. In particular, we consider an outer code with rate

that takes a block of bits at its input (i.e., the wa-
termark message) and gives a block of bits at its output.
Such bits are then taken at a time by the informed embedding
scheme (that acts as the inner code), thus producing
samples at its output. Hence, in the proposed scheme, the side
information is given by samples, providing an
overall rate of .

The detection strategy (4) generates hard estimates of the bits
. On the other hand, when dealing

with multistage decoding, it is preferable that the inner decoder
produce soft estimates to be delivered to the outer decoder [22].
To do so, let us introduce the sets and as

(27)

More specifically, represents the set of se-
quences for which the th bit is 1 (0). Then, by focusing
on the th bit , we consider the following
reliability measure of the estimated value of

(28)

In practice, among all the carrier codewords associated with a
message with a 1 in the th position, we pick up the sequence
having the maximum correlation with the received vector .
Then, we repeat the same procedure for the codewords corre-
sponding to the messages with a 0 in the th position and take
the difference between the two (maximum) correlation values
obtained in this way as a soft estimate of the th bit of . In
summary, the sign of (28) determines the hard estimate of the
th bit, and its absolute value represents the soft output infor-

mation that can be used by the outer decoder.
It is worth pointing out that the soft first-stage detection

strategy presented in the previous paragraphs can be applied
to any kind of binary outer coder’s structure. In this paper,
the outer code is the binary punctured parallel
concatenated turbo coder presented in [25]. Note that, given the
structure of the outer code, we have and , i.e., the
informed embedding strategy works by taking blocks of 2 bits
at a time. Moreover, the overall rate of the multistage scheme
is equal to .

A. Simulation Results

We first evaluate the improvement brought by the insertion of
a turbo code on top of the inner dirty coding scheme. Such an im-
provement is evident if we look at the plot given in Fig. 7, where
the performance of Turbo-Coded GIE (TC-GIE) are compared

Fig. 7. GIE versus Turbo Coded-GIE (TC-GIE) performance. n = 31; k = 1

(GIE). k = 2 (TC-GIE).

Fig. 8. Comparison between TC-GIE and TC-ISS.

with those of the plain GIE scheme for two different DWRs, i.e.,
DWR and DWR dB. In both cases, the overall rate
was set to ; however, in the TC-GIE case, the rate of
inner dirty paper code is with an addi-
tional factor due to the outer turbo code. In contrast, for the
GIE case, a dirty paper code with
was used.

In order to get a more precise idea of the overall value of
TC-GIE, we compared it against a turbo-coded version of ISS
(TC-ISS) and the dirty trellis scheme proposed by Miller et al.
[14], [15]. Fig. 8 gives the results we obtained when comparing
TC-GIE against TC-ISS. As it can be seen, the superior poten-
tialities of our approach, already highlighted in Fig. 5, are con-
firmed even when channel coding is taken into account.

The second comparison we made regarded TC-GIE and
Miller’s system [14], [15]. In Figs. 9(a)–(c), the bit error prob-
ability for the TC-GIE scheme and the Convolutional Dirty
Paper Coding (CDPC) approach described in [14] and [15] is
shown, for different values of the overall bit rate. In Fig. 9(a)
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Fig. 9. TC-GIE versus CDPC performance. (a) and (b) DWR = 14 dB.
(c) DWR = 18 dB.

and (b), the DWR is set to 14 dB, whereas in Fig. 9(c), we have
considered DWR dB. Results refer to an AWGN channel

Fig. 10. TC-GIE, TC-ISS, and CDPC capacity curves.

with no gain attack since it is known in advance that both
schemes are intrinsically robust against value-metric scaling.
The CDPC curves have been obtained for different numbers of
transitions per state,5 which we let to be equal to the number
of states . As to the number of states, we have considered
the cases , and , yielding coding
structures with increasing computational burden. Indeed, in the
CDPC scheme, the transmitted signal is evaluated by means
of an iterative approach [15]. At each iteration, a Viterbi de-
coder is run whose complexity depends on the number of states
and transitions of the convolutional code. An exact evaluation
of the complexity of the CDPC scheme is a cumbersome task,
since there is no way to evaluate in advance the number of steps
requested for convergence. However, a fair comparison among
CDPC, TC-OIE, and TC-GIE, in terms of computational effort,
can be given by considering the computing time requested for
watermark embedding. In particular, for a watermark length

, such a time was of a few seconds in the TC-OIE
and TC-GIE cases, whereas in the CDPC case, it went from
nearly 20 min (for ) up to several hours (for ).
Hence, it is possible to state that the proposed informed embed-
ding strategy allows us to noticeably reduce the implementation
complexity with respect to the dirty trellis approach.

As a last result, we considered the performance of TC-GIE
from a capacity point of view in that we compared the bit rates
achieved by TC-GIE against the capacity limit predicted by
theory. To do so, we set the bit error probability to and
measured the corresponding values of WNR and . The results
we obtained for TC-GIE, TC-ISS, and CDPC schemes are de-
picted in Fig. 10. The number of states is set to for
the CDPC case. Once again, the superiority of the new scheme
comes out, even if the capacity limit is somewhat far away. This
is not surprising since Gold codes are known to have a poor
error-correcting capability, which is a drawback that is only par-
tially mitigated by the presence of the outer turbo code. The gen-
eral trend of TC-ISS, whose performance tends to be improve
for very low bit rates, can also be appreciated.

5In the CDPC scheme, the number of transitions per state determines the
code’s dirtiness.
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VI. CONCLUSION

By relying on the simple structure of orthogonal and Gold
sequences, we have presented a new dirty paper coding water-
marking scheme. A first advantage of the new scheme with re-
spect to other informed watermarking algorithms such as QIM
and ST-DM is that due to the equi-energetic nature of the code-
words and to the adoption of a correlation-based decoder, ro-
bustness against value-metric scaling is automatically achieved.
A second merit of the proposed scheme is the use of an optimal
embedding strategy, which permits a decrease in the distortion
introduced by the watermark for a fixed message error rate. Fi-
nally, the new scheme is very simple, thus allowing very fast wa-
termark embedding. We have also shown how the performance
of the system is dramatically improved by concatenating the
dirty paper code with an outer turbo code. To this aim, we had
to introduce a new soft dirty paper decoding scheme that allows
the iterative multistage decoding of the concatenated codes. The
validity of the proposed techniques have been assessed through
Monte Carlo simulations.

Several directions for future work remain open. First of all,
we are planning to apply orthogonal and pseudo-random dirty
paper coding to the watermarking of real data, namely, still im-
ages and video. We are also working on a modified version of
the embedding algorithm, whereby the embedding problem is
reformulated in such a way that the bit error probability is min-
imized for a given distortion. This way of operating would be
particularly useful to design a perceptually based dirty paper
coding scheme, where the maximum allowable distortion for
each host sample is determined through perceptual considera-
tions. Finally, the possibility of using more powerful spherical
codes [13], [16], [17] than the simple orthogonal codes used in
this paper is under investigation.
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