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Watermarking of MPEG-4 Video Objects

Mauro Barni, Member, IEEE, Franco Bartolini, Member, IEEE, and Nicola Checcacci

Abstract—The recent finalization of MPEG-4 will make this
standard very attractive for a large range of applications such as
video editing, Internet video distribution, wireless video commu-
nications. Some of these applications are likely to get great benefit
from watermarking technology, since it can enable a number of
innovative services, such as conditional access policies, data anno-
tation, data labeling, content authentication, to be implemented
at a low price. One of the key points of the MPEG-4 standard is
the possibility to access and manipulate objects within a video
sequence. Thus object watermarking has to be achieved in such a
way that, while a video object is transferred from a sequence to
another, it is still possible to correctly access the data embedded
within the object itself. The algorithm proposed in this paper em-
beds a watermark in each video object by imposing a particular
relationship between some predefined pairs of quantized discrete
cosine transform (DCT) coefficients in the luminance blocks
of pseudo-randomly selected macroblocks (MBs). Watermarks
are equally embedded into intra and inter MBs. Experimental
results are presented validating the effectiveness of the proposed
approach.

Index Terms—MPEG-4 watermarking, objects watermarking,
video watermarking.

I. INTRODUCTION

UE to the large diffusion of powerful personal com-

puters and of wide band telecommunication networks the
problem of illegal copying and distribution of digital contents
has become very important in the last decade. On the other
side, the advancement of these technologies is also seen as
a big opportunity for dramatically increasing the dimension
of the market of digital content, and to offer new services
unimaginable until a few years ago.

The above aspects, and many others, are carefully taken into
account by the ISO MPEG-21 initiative [1] whose goal is to
achieve ”an environment that is capable of supporting the de-
livery and use of all content types by different categories of
users in multiple application domains.” Among the technolo-
gies that MPEG-21 is investigating is that of persistent identi-
fiers [2], i.e., of identification codes that are tightly and indis-
solubly attached to the content itself: these identifiers could be
used for implementing a large number of services, ranging from
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the simple providing of detailed information regarding the con-
tent, to the protection of the content IPR, up to the implementa-
tion of conditional access policies. Data hiding, more precisely
watermarking, can have an important role in providing the tech-
nological solution for the realization of such persistent identifi-
cation. At the same time the recent finalization of MPEG-4 (a
good overview can be found in [3]) makes this standard the nat-
ural tool to reach the goals indicated by the MPEG-21 standard,
thus requiring that proper watermarking techniques are devel-
oped to fit the object structure of MPEG-4.

The principle of watermarking is to embed a digital code (wa-
termark) within the host multimedia document, and to use such
a code to prove ownership, to prevent illegal copying, or simply
to give some indications about the watermarked data or to enable
the access to enhanced versions of the content or to additional
services. The watermark code is embedded by making imper-
ceptible modification to the digital data. The embedded water-
mark must be resistant to the processing a video sequence is
commonly submitted to. One of the key points of MPEG-4 video
coding is the possibility to access and manipulate objects within
a video sequence directly in the compressed domain. Thus ob-
ject watermarking has to be achieved in such a way that, while
a video object is transferred from a sequence to another (object
manipulation), it is still possible to correctly access the water-
mark contained in the object itself.

Essentially, the structure of MPEG-4 coding is not different
from previous video standards such as MPEG-1 and MPEG-2,
in that block-based motion compensation and motion-com-
pensated hybrid DPCM/transform coding techniques are used,
the main difference is that coding is content-based, i.e., single
objects are coded individually. Each frame of an input sequence
is segmented into a number of arbitrarily shaped regions,
Video Object Planes (VOPs), and the shape, motion and texture
information of the VOPs belonging to the same Video Object
(VO) are coded into a separate Video Object Layer (VOL).
The first VOP of a Group Of Video object planes (GOV) is
coded intraframe (I-VOP coding mode) by splitting it into
macroblocks (MB). Each MB contains luminance and chromi-
nance 8 x 8 pixel blocks f(z,y) (e.g., in the 4:2:0 format
four luminance and two chrominance 8 x 8 blocks), these are
processed through discrete cosine transform (DCT), producing
the DCT blocks F'(u,v), and then quantized resulting in the
QF (u,v) blocks. Finally, an efficient prediction of the dc- and
ac-coefficients of the DCT is performed and the corresponding
prediction error blocks PQF(u,v) computed. Prediction error
blocks are zig-zag scanned and entropy coded to produce the
bit-stream. Each subsequent VOP in the GOV is coded using
interframe VOP prediction (P-VOP or B-VOP), i.e., it is motion
compensated, and the residual prediction error signal is split
into MBs, and then into blocks which are compressed in the
same way as [-VOP blocks.
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Fig. 1. Texture decoding process on a MPEG-4 decoder, modified to hide the watermark.

To be useful a digital video watermarking system must satisfy
some basic requirements:

¢ The embedded watermark should be perceptually in-
visible; in other words its presence should not affect the
video quality.

* The watermark should be robust against common pro-
cessing tools which do not seriously degrade the quality
of the image; for example digital video is usually stored
in compressed format (like MPEG) by using lossy com-
pression algorithms.

* The embedded watermark should be robust against
manipulations like cutting one or more frames of the
video; to achieve this goal it is necessary to insert the wa-
termark information continuously in the video sequence
(in other words every frame of the video should be water-
marked).

The algorithm proposed in this paper embeds a watermark in
each video object of an MPEG-4 coded video bit-stream by
imposing specific relationships in a way similar to the system
presented in [4] and [5]. In particular a relationship is imposed,
if not naturally occurring, between some predefined pairs of
quantized DCT middle frequency coefficients in the luminance
blocks of pseudo-randomly selected MBs. Here, the adaptation
of such a technique to the case of video objects watermarking
is presented. An innovative approach to watermark recovery
which exploits the data obtained from the whole sequence
to improve reliability, and it is able to give a measure of the
confidence of watermark reading, is also presented. The overall
scheme of the proposed watermarking system is shown in
Fig. 1. Quantized coefficients are recovered from the MPEG-4
bit-stream by reversing run-level entropy coding, zig-zag scan-
ning and intra-dc and ac DCT coefficients prediction; DCT
coefficients are modified to embed the watermark and then
encoded again. In Fig. 1, we assume that the system is fed with
an MPEG-4 video stream. Of course, if the system operates
directly within the MPEG-4 coding chain, the first steps can be
skipped.

The watermark is embedded both into INTRA and INTER
MBs. A masking method is also adopted to limit visual artifacts
in the watermarked VOPs and to improve, at the same time, the
robustness of the system. Watermark recovery does not require
the original video and is performed directly in the compressed
domain.

The paper is organized as follows. In Section II, an overview
of the main video watermarking algorithms developed until
today is given; in Sections III and IV, the watermark embedding
and retrieval algorithms are described respectively. In Section V,
experimental results are presented aiming at demonstrating the
validity of the proposed method. Finally, in Section VI, some
conclusions are drawn.

II. VIDEO WATERMARKING

The overwhelming majority of video watermarking algo-
rithms developed so far, does not deal specifically with video
objects watermarking. Thereby, in this section we will present
the general state of the art of video watermarking, without
focusing on object watermarking issues.

Existing video watermarking methods can be classified into
two main classes according to the type of content the water-
marking method works on: before (raw-video watermarking) or
after compression (bit-stream watermarking).

Hartung and Girod’s work for the watermarking of raw
video [6] belongs to the first class of methods. According to
their approach, inspired by spread-spectrum communications,
a watermark, represented by a binary string, is lengthened so to
fit the length of host data; the binary string is then modulated
by a pseudo-noise sequence and then pixelwise added to the
line-scanned luminance component of the video. Watermark
recovery is accomplished by using a correlation-based method.
The approach is, in general, sensitive to frame cutting and
exchange. A variant in which the video sequence is modeled as
a two-dimensional pixels plane (bitplane) is proposed in [7].

Hsu and Wu [8] address the raw-video watermarking issue
by performing a DCT transform, on a block-by-block basis,
of the video. In fact, to be resistant to MPEG temporal pre-
diction, the watermark is inserted by imposing particular rela-
tionships between corresponding middle frequency DCT coef-
ficients belonging to spatially neighboring blocks in intracoded
frames or belonging to “temporal’ neighboring blocks in inter-
coded frames (one block is chosen in the predicted frame and
one in the reference frame). Finally, to obtain the watermarked
video sequence, the inverse DCT of every frame is computed. In
the proposed method, the GOP structure adopted by the MPEG
coder is assumed to be known in advance. The extraction of the
embedded watermark requires the watermarked video sequence
and the original one.

Another interesting raw-video watermarking method has
been proposed by Swanson et al. [9]. In their work, the authors
present a method in which the watermark is inserted in the static
and dynamic temporal components generated from a temporal
wavelet transform of the video. The temporal and frequency
distributions of the watermark are controlled by the masking
characteristics of the host video signal, to obtain a reasonable
tradeoff between visibility and robustness. The wavelet coeffi-
cient frames with the embedded watermark are converted back
to the temporal domain using the inverse wavelet transform.
In the original work by Swanson et al., watermark recovery
requires the original video sequence.

The raw-video watermarking system proposed by Kalker et
al. [10] considers the video as a sequence of still images. The
sequence is, then, marked by inserting the same watermark in all
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the frames. The embedding process is performed by adding sam-
ples of the watermark pattern, which are independently drawn
from a normal distribution with mean and standard derivation
equal to O and 1, respectively, to the pixel values of the con-
sidered frame. In other words the watermark is simply addi-
tive white noise. Basically, watermark detection is performed
by spatial correlation.

Deguillaume et al. [11] proposed a three-dimensional (3-D)
spatio—temporal DFT watermarking scheme in which the raw
video is viewed as a 3-D signal with two dimensions in space
and one dimension in time. The video is first divided into con-
secutive chunks of fixed length and then a 3-D DFT transform
is performed on every chunk. Finally two kinds of information
are hidden in the magnitude of every transformed chunk: a wa-
termark and a template. The watermark, which is the same for
every chunk, is a spread-spectrum signal representing the author
signature which is added to the magnitude of the 3-D DFT. The
template is a 3-D grid which is embedded into the 3-D DFT
magnitude to determine and invert geometric transformations
suffered by the video. Recovering of hidden information does
not require the original video.

Hartung and Girod also proposed a bit-stream watermarking
algorithm [12] that works in a way similar to the already
mentioned frame watermarking method by the same authors.
The watermark, consisting of a spread spectrum signal, is DCT
transformed. The DCT coefficients of the watermark are then
added to the nonzero DCT coefficients of the MPEG-2 coded
video bit-stream by paying attention not to increase the bit rate.
Watermark recovery requires the raw video (in other words in
the case of MPEG-2 compressed videos the sequence must be
decompressed before extracting the mark) and is performed by
using a correlation-like method.

Another interesting bit-stream watermarking method has
been presented by Langelaar et al. [13], [14], where the authors
propose to mark only the intracoded frames (I-frames) of the
MPEG video stream. Each bit of the watermark (the watermark
is a binary string) is embedded in a region of 16 8 x 8 blocks
by introducing an energy difference between the sets of high
frequency DCT coefficients of the upper half and the lower
half of the image region itself; the value of the embedded bit is
defined by the sign of the energy difference introduced. This
difference is obtained by discarding those DCT coefficients that
in the zig-zag scan are located after a cutoff point and belong to
one of the two mentioned half-regions. Watermark recovery is
simply accomplished by evaluating the energy difference sign
in the selected regions.

Video watermarking algorithms as those presented above do
not consider the case of object watermarking, and, usually, they
do not exploit the information derived from the whole sequence
for extracting the embedded data. Furthermore, often they do not
produce a measure of the confidence of reading, or, when such
a confidence is available, it is not exploited to decide whether
the video is watermarked or not. The aim of the work presented
in this paper was just to overcome these limitations.

Actually, an MPEG-4 specific video watermarking algorithm
has already been proposed by Piva et al. in [15]. A DWT-based
watermarking algorithm originally developed for still images
[16], [17] is applied to the watermarking of single MPEG-4
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objects. The algorithm operates frame by frame by adding a
pseudo-random watermark to the high-resolution bands of each
object. Watermark concealment is improved by weighting the
watermark by a proper masking function. Watermark recovery
is based on the correlation between the watermark the detector
is looking for and the DWT coefficients of the possibly marked
objects. A drawback with the system proposed in [16] and [17]
is that the detector can only reveal the presence of a known wa-
termark (detectable watermarking or 1-bit watermarking [18]),
thus limiting the watermark payload. The system proposed in
this paper overcomes this problem, since it belongs to the class
of readable watermarking algorithms [18], i.e., the decoder can
effectively read the bits conveyed by the watermark without
knowing them in advance (as it would have been necessary if
the decoder could only decide whether the video sequence con-
tains a given watermark or not).

III. WATERMARK EMBEDDING

The watermarking algorithm proposed here hides a bit of the
watermark code in every luminance block belonging to a set of
MBs selected on a pseudo-random basis. As such the algorithm
is only able to work when an MPEG4 bit-stream is available.
If the MB is a skipped one the bit is also skipped. The water-
marking code is repeated over the whole VOP (i.e., after the last
bit of the code has been embedded, the process considers the first
bit again, and so on). Watermark embedding is performed on a
frame basis; that is, on every VOP of the same VOL the code is
embedded again by starting from the first bit. Every bit is thus
embedded more than once during a sequence of VOPs, but, due
to MBs skipping, some bits are embedded less frequently than
others.

In Fig. 2, the watermark embedding scheme is shown. The
watermark is embedded in the video through the following
steps:

1) select MBs and the DCT quantized coefficients pairs to be

modified;

2) for each block belonging to a selected MB:

a) compute the frequency mask;

b) use the mask to weigh the watermark amplitude;

¢) modify, according to the algorithm rule, selected
pairs of coefficients creating the watermarked
block.

At the start of each VOP, a pseudo-random binary sequence
is generated, based on a secret key and on the characteristics
(number of MBs) of the VOP itself, for choosing those MBs
where the watermarking code has to be embedded and the co-
efficients pairs to be modified. If the chosen MB is not skipped,
one bit of the watermark code is embedded within it by im-
posing a particular relationship between the coefficients of se-
lected pairs of coefficients that belong to each luminance block
of the MB. If the MB is a skipped one, the bit is skipped too.
The use of the pseudorandom sequence permits to improve the
security of the watermark, by preventing the possibility for an at-
tacker to alter the watermarking code after having identified the
positions where the watermark was embedded. This makes the
watermarking algorithm private [18], i.e., only allowed people
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Fig. 2. Diagram of the watermark embedding phase.
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mid-frequency quantized DCT coefficients that are

(those who know the secret key) can read the watermark. More-
over, it is widely known that applying an identical watermark
to each frame of a video leads to problems of maintaining sta-
tistical invisibility. To prevent statistical attacks (e.g., temporal
averaging), pseudo random sequence generations it is also VOP
dependent (i.e., the locations where the watermark is embedded
change from VOP to VOP according to the dimension of the
VOP itself); this is achieved by seeding the pseudo random gen-
erator with the sum of the secret key and the dimension in MBs
of the VOP to be marked.

To achieve a tradeoff between the requirement of invisibility
(changes in the low-frequency components of a video signal
are more noticeable than those in the high-frequency compo-
nents) and robustness (in compression process, like MPEG4, the
video signal can be considered as low-pass filtered), only quan-
tized DCT coefficients (Q F(u, v)) belonging to a mid frequency
range are considered for watermark embedding (as depicted in
Fig. 3).

Similarly to what is done in [4] and [5] the watermark is car-
ried by the difference among the magnitudes of some selected
pairs of quantized DCT coefficients belonging to the mid-fre-
quency region sketched in Fig. 3, i.e.:

W (u1,v1,u2,v2) = |QF (uy,v1)| = [QF (ug,v2)| (1)

where (w1, v1) and (ug, v2) are the coordinates of the two coeffi-
cients of one of these pairs. It is expected that W (uy, vy, ug, v9)
is a nonstationary random process having zero mean, and a mod-
erate variance if the coefficients composing each pair are suffi-
ciently close each other. If {Q F(u1,v1), QF (ug,v2)} is a ran-
domly selected pair, let the corresponding watermarked pair be
denoted by {QF”(u1,v1), QF'(uz,v2)}. In particular embed-

ding is performed in such a way that the difference in (1) is
greater than O if a 1 informative bit has to be conveyed, and is
lower than O if the informative bit is 0. By supposing the bit to
be embedded is 1, three cases can hold:

* both coefficients of the pair are non zero and the difference
of their magnitude is > nAp;
* both coefficients of the pair are non zero and the difference
of their magnitude is < nAp;
* one or both coefficients of the pair are zero.
In the first case no modification of the coefficients is performed.
In the second case, the watermark is inserted with maximum
strength: the sign of the coefficients is not changed, while the
respective magnitude becomes

QF (ur,v0)] = (1QF (s, v0)| + QF (s, w3)] + "5F @)

(where / is an integer division) and

IQF (us, vs)| :{|QF’(u1, v1)|—nAp, if |QF’(uz v2)| >0
0, otherwise

3)
where Ap is a masking parameter modulating the watermark
energy to improve the invisibility and the robustness of the wa-
termark embedded into each VOP. More specifically, A is set
by relying on the model proposed in [19], where the authors de-
scribe a method to change the watermarking strength according
to the smoothness and edginess characteristics of the blocks to
be marked.

The other parameter appearing in (3), that is n, is used to
take into account the fact that the quantization step (QP) of
a given coefficient can change from block to block in order to
keep the bit-rate as constant as possible: Given that we work on
quantized levels the modification of coefficients quantized with
a large quantization step can be much more visible than that
of coefficients quantized with a small quantization step. Thus
n is increased when the quantization step decreases. Moreover,
to achieve a reasonable tradeoff between the requirements of
invisibility and robustness, it is necessary that the larger is the
number (Cpqym) of pairs that we want to mark in a block the
smaller is the value of n. The adaptation rule of n was obtained
experimentally resulting in the following formula:

"= { 5=dCoun  if (15 — 4Cyum) > QP
1

otherwise.

“

Authorized licensed use limited to: Universita degli Studi di Siena. Downloaded on May 21, 2009 at 11:35 from IEEE Xplore. Restrictions apply.



BARNI et al.: WATERMARKING OF MPEG-4 VIDEO OBJECTS

27

Selecting
»| MBsand >
Watermarked VOP data | quantized Selected MBs Watermark | Watermarking
DCT recovering | code
N coefficient >
Secret key pairs Selected pairs Confidence

T

Number of modified pairs in a block

Author signature length

Fig. 4. Diagram of the watermark recovering phase.

When one or both coefficients of the DCT coefficients pair
is zero, it is more difficult to maintain the watermark percep-
tually invisible because the masking effect between the DCT
frequency components is absent. In this case, the coefficients of
the pair are changed less heavily, in a way not to disturb the re-
trieval phase

QF’(ul,vl):{QF(ul’vl)’ if |QF (u1, v1)| >|QF (uz2,v2)]

0, otherwise
Q)
' _JQF(uz,v2) if |QF (u1,v1)|>|QF (uz2,v2)]
QF (uz, v2)_{ 0 otherwise.
(6)

For embedding a 0 bit, the algorithm is similar, but the roles
of the coefficients (u1,v1) and (ug,vs) are exchanged, and
thus, for the pairs where a 0 bit has been embedded, it results
W’(ul, V1, U2, ’UQ) S 0.

IV. WATERMARK RECOVERY

Watermark retrieval is carried out in two steps as it can be
seen in Fig. 4.

The first step is analogous to the first step of the embedding
process (see Section III) and requires the knowledge of the pa-
rameters used in the embedding phase (i.e., the secret key and
the number of pairs that were modified in each selected block)
to correctly identify MBs and coefficients pairs where the water-
mark was actually hidden. In the second step the relationships
between the coefficients of the selected pairs are analyzed. The
knowledge of the watermarking code length is needed to com-
pute the repetition step of the watermarking code in each VOP
(i.e., how many times the watermark was embedded in the con-
sidered VOP).

For reading the jth bit of the watermarking code, an accumu-
lator Acc; is considered, where the values of W' (uy, v1, ug, v2)
corresponding to all the pairs of coefficients where the bit was
inserted, are summed. Let us call 1); the set of such pairs

Acc; = Z W (u1,v1,u2,v2)- (7
P

Such a sum is then compared to a threshold Tp, to evaluate the
value of the embedded bit b;:

1, it Ace; > Tp
indeterminate, if —1p < Acc; <1p )
0, if Acc; < Tp.

b; =

In order to minimize the overall error probability, the value of
Tp should be set to 0 ; in fact, it is expected that Acc; is posi-
tive when the embedded bit that is 1, and negative in the opposite
case. On the other hand, choosing Tp = 0 leads to read a wa-
termarking code also when no code was actually embedded. To
obviate to this problem, a measure of the reliability (confidence)
of bit reading is also provided for each recovered bit.
To this end we note that only one of the following situations

is possible:

e Hp.A: the VOL is not marked;

e Hp.B: the VOL is marked.
Let us E[Acc|A] and wacl , denote, respectively, the mean
value and variance of Acc conditioned to Hp.A. In the Ap-
pendix it is demonstrated that for each bit

E[Acc|A] =0 ©)

and an estimate of oim‘ 4 based on the values of the DCT coeffi-
cients belonging to the nonwatermarked blocks (i.e., the blocks
not selected by the random key) is given. Given Uicc‘ 4> We de-
fine the confidence value for each bit as

Acc;

C; = (10)

UACC|A

The smallest is this value, the most probable is that the sequence
is not watermarked. Small values are also obtained when the se-
quence is watermarked with another key: in this case the abso-
lute value of the accumulator will be in general larger than for
Hp.A, because some coefficient pairs where some bits are ac-
tually embedded can be selected, thus contributing to increase
it. As a global measure of the possibility that a video is water-
marked with the used key, the sum of the confidence values re-
sulting for all the bits can be used. Note that the availability of a
confidence measure for each bit, allows the use of soft decoding
[20], [21] techniques for decreasing the BER (anyway the use of
error correcting codes has not been contemplated in this paper).
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Fig. 5. Frames from “News” video sequence. (a) Original. (b) Watermarked.

V. EXPERIMENTAL RESULTS

In this section, some of the experiments carried out for
proving the effectiveness of the proposed algorithm are dis-
cussed. The test software was implemented in such a way that
it takes, in the embedding phase, an MPEG-4 VOL, a secret
key (represented by an integer), the number of pairs that should
be modified in a block, a binary watermarking code, and a
floating point number representing the maximum strength of
Ap, say Anax, of the watermarking signal, as input, it parses
the VOL and writes it in a new file. In the recovery phase the
implemented software takes a watermarked VOL, the water-
marking code length, a secret key and the number of pairs that
were modified in a block (that should be the same used in the
embedding phase) as input, and gives the watermarking code
and the confidence of each read bit.

Two kinds of tests were conducted on three different video
sequences for proving on one side the invisibility of the em-
bedded watermark and on the other side the robustness against
all processing which does not seriously degrade the quality of
the video. Among the tested video sequences the results re-
garding “News” and “Stefan” are presented here.

The standard video sequences “News” and “Stefan” were
coded by using binary alpha planes and consists of 300 frames
in CIF format with a frame rate of 25 fr/s. “News” is composed
by four VOs [see Fig. 5(a)]: the anchor-man on the left is
labeled as VOO, the woman on the right as VO1, the monitor
in the center as VO2 and the background as VO3. The video
sequence ‘“Stefan,” instead, is composed by two VOs [see
Fig. 6(a)]: the tennis player (VO1) and the background (VOO).

A. Visibility Experiments

To evaluate the quality of the watermarked videos a series of
tests has been performed in which the original video and a video
in which each VO is watermarked are displayed in sequence to

IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 7, NO. 1, FEBRUARY 2005

(b)

Fig. 6. Frames from “Stefan” video sequence. (a) Original. (b) Watermarked.

a viewer. The order in which the original and the watermarked
videos are displayed was randomly selected. The viewer was
asked to select which of the sequences has better quality.

The embedded watermark appears perceptually undetectable
and so each video was selected approximately 50% of the time.
For the sake of completeness, two original frames of the two
videos are shown in Figs. 5(a) and 6(a), even if the printing
quality does not permit to fully appreciate the unobtrusiveness
of the watermark. The corresponding watermarked frames are
shown in Figs. 5(b) and 6(b).

B. Robustness Against Bit-Rate Decreasing

It is usually assumed that if each frame of a video is water-
marked the removal of the watermark requires big computing
power and memory resources [22]. Thus, in this paper, only ma-
nipulations which can be carried out by an average consumer
(i.e., those requiring a limited computing power) are considered.
The robustness against bit-rate decreasing is very important be-
cause this kind of attack can be either of intentional or “inci-
dental” nature. In fact, in most application involving storage and
transmission of digital video, it is necessary to reduce the bit
rate in order to improve the coding efficiency. In the proposed
test each watermarked video sequence is decoded and encoded
again by decreasing the bit-rate, and watermark detection is at-
tempted. This test is performed, in each video, for a set of dif-
ferent watermarking code lengths.

In Table I, the total number of correctly read bits is plotted
against the bit-rate of the four VOs of the “News” sequence. It
appears that in most cases free error decoding is achieved also
when the bit-rate is halved with respect to the original (i.e., very
low coding quality). A particular observation is worth for VO3
(the background), where only 15 bits can be reliably embedded
due to the scarcity of motion in the scene, and thus to the low
number of intercoded MBs available in the bit-stream for wa-
termark embedding.
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TABLE 1
TABLES OF THE NUMBER OF CORRECTLY READ BITS FOR EACH VO OF THE
“NEWS” SEQUENCE, AT DECREASING BIT RATE AND FOR THREE DIFFERENT
VALUES OF THE CODE LENGTH (15, 20, AND 25 BITS)

VOO0, VO1, VO2

Bit rate
Code length | 400 | 350 | 300 | 250 | 200
25 24 [ 242424 ] 24
20 20 | 20 | 20 | 20 | 20
15 15 | 15 | 15 | 15 | 15
VO3
Bit rate
Code length | 300 | 250 | 200 | 150 |
25 22 | 21 [ 20 | 19
20 19 | 19 | 18 | 17
15 15 | 156 | 15 | 15
TABLE II

TABLE OF THE NUMBER OF CORRECTLY READ BITS FOR VOO AND V01 OF THE
“STEFAN” SEQUENCE, AT DECREASING BIT RATE AND FOR FOUR DIFFERENT
VALUES OF THE CODE LENGTH (15, 20, 25, AND 30 BITS)

VOO0, VOI

Bit rate
Code length | 500 | 450 | 400 | 350 | 300 | 250
30 30 [30 130 [30] 30 |30

25 25 | 25 | 25 | 25 | 25 | 25
20 20 | 20 | 20 | 20 | 20 | 20
15 15 15 15 15 15 15

In Table II, the results for the “Stefan” sequence are pre-
sented. In this case up to 30 bits can be reliably embedded,
thanks to the larger number of MBs available for embedding.

C. Robustness Against Frame Dropping

Frame drops may arise either intentionally or not. The en-
coding process may in fact result in frame skipping; similarly,
in videos with very low motion components (i.e., high inter-
frame correlation) frame cutting can be performed without sig-
nificantly degrading the quality. The proposed watermarking
algorithmX inserts the watermark without modifying zero coef-
ficients; for this reason the strength of the embedded watermark
is higher in INTRA coded VOPs than in INTER coded VOPs.
Changes in the GOV structure (i.e frame cutting) are then crit-
ical; it is also obvious that one of the worst cases is obtained
when the first frame of the video is dropped. In that case, every
INTRA coded VOP becomes the last INTER coded VOP in the
GOV structure (i.e., coarsely quantized and heavily affected by
motion compensation errors).

In the proposed test each watermarked video sequence is
decoded and encoded again (at the same bit-rate) after cut-
ting the first frame, and watermark detection is attempted. In
Tables III-VI, the number of correctly read bits for each video
object is shown against Ayjax for two different watermarking
code lengths. Although such a manipulations is a very dan-
gerous one, at least 15 bits can still be reliably hidden within
almost all the video objects. The most critical video object is
again the background of “News.”

D. Confidence Measure

Regarding the confidence measure defined by (10), in Fig. 7
the absolute values of the confidence estimates obtained for VO

29

TABLE III
NUMBER OF CORRECTLY READ BITS FOR THE TWO VIDEO OBJECTS OF STEFAN
WHEN 15 BITS ARE EMBEDDED, AND AFTER CUTTING THE FIRST
FRAME OF THE VIDEO AND RE-ENCODING IT

| Apax =10 | Ayax =30
VOO (1000 kbit/s) ‘ ‘ 15

Ut

¢

1
VOL1 (500 kbit/s) 15 15

TABLE IV
NUMBER OF CORRECTLY READ BITS FOR THE TWO VIDEO OBJECTS OF STEFAN
WHEN 30 BITS ARE EMBEDDED, AND AFTER CUTTING THE FIRST
FRAME OF THE VIDEO AND RE-ENCODING

| Apax =1.0 | Ayax =30

VOO (1000 kbit/s) 28 30
VO1 (500 kbit/s) 30 30

TABLE V
NUMBER OF CORRECTLY READ BITS FOR THE FOUR VIDEO OBJECTS OF NEWS
WHEN 15 BITS ARE EMBEDDED, AND AFTER CUTTING THE FIRST
FRAME OF THE VIDEO AND RE-ENCODING

| Amax =10 | Apax =20

VOO (400 kbit/s) 15 15

VO1 (400 kbit/s) 14 15

VO2 (400 kbit/s) 15 15

VO3 (300 kbit/s) 13 14
TABLE VI

NUMBER OF CORRECTLY READ BITS FOR THE FOUR VIDEO OBJECTS OF NEWS
WHEN 20 BITS ARE EMBEDDED, AND AFTER CUTTING THE FIRST
FRAME OF THE VIDEO AND RE-ENCODING

| Amax =10 | Apax =20

VOO (400 kbit/s) 20 20
VO1 (400 kbit/s) 17 19
VO2 (400 kbit/s) 20 20
VO3 (300 kbit/s) 14 16

0 of the “Stefan” sequence are plotted for each bit: the three
cases of reading the watermark from a watermarked copy using
the correct key (label "Watermarked”), reading the watermark
from a non watermarked copy (label "Non Watermarked”), and
reading the watermark from a watermarked copy by using the
wrong key (label "Wrong Key”) are considered. It is evident that
the confidence values are always higher when the correct key is
used on a watermarked sequence than in the other two cases. For
some of the bits (e.g., bit 0 and bit 17) the value of the confidence
is quite low also when the correct key is used: this is due to the
fact that these particular bits have been repeated only a few times
in the sequence, and thus their reading is quite unreliable. These
are also the two bits that are lost when the first frame of the se-
quence is cut (see Table IV). Furthermore it is worth observing
that the confidence estimate results to be usually higher for the
“Wrong Key” case than for the “Non Watermarked” case: this
can be explained by the fact that, from time to time, some water-
marked pairs are selected to contribute to Acc, even if the key is
wrong. Anyway the average of the confidence values of all the
bits results to be 13.05 for the “Watermarked” case, 1.83 for the
“Non Watermarked” case, and 3.41 for the “Wrong Key” case:
it can, thus, be assumed to be a good parameter for deciding if
the sequence is really watermarked with that key or not.
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Stefan VOO

Confidence

0 1 2 3 4 5 6 7 8

T T T T T
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Bit index

—o—Watermarked - Non watermarked —— Wrong Key Used

Fig. 7. Plot of the confidence measure obtained for each of the 20 bits embedded into the “Stefan” sequence.

VI. CONCLUSIONS

Driven by the growing interest toward the MPEG-4 video
coding standard, we have presented a scheme for the water-
marking of MPEG-4 video objects. The proposed algorithm
works directly in the compressed domain thus reaching a high
degree of flexibility and ease of use. The possibility of dis-
tinguishing between marked and nonmarked contents is also
envisaged. Though we have proved that the proposed system
presents some robustness against common manipulations such as
re-coding at lower bit rates and frame dropping, we do not think
itis a good candidate for copyright protection and Digital Rights
Management applications, since the level of security required
by these scenarios is far from being reached. In spite of this, the
proposed algorithm stands out for its simplicity, flexibility and
low computational burden, thus being a suitable candidate for
a number of novel and interesting applications, such as content
identification, enhanced services, legacy systems, conditional
access, authentication and integrity verification.

APPENDIX
In this Appendix, the mean and variance of the accumulator
Acc are derived by assuming that the video sequence is not
watermarked.
If the coefficients composing each pair are sufficiently close
each other, thus allowing us to assume that they are identically
distributed, it is expected that

EllQF,|] = E[|QF,] (11)

whereby {QF;,, QF;,} the i'" of the N, coefficients pairs that
are used to carry the watermark is indicated. From the previous
relation it derives that the expected value of Acc under hypoth-

esis A, is:
NP

Baceia = E[Acc|A] = Y (E[|QF,|] - E[|QF,[]) = 0.
=1
(12)
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For the variance, we have

UZCC‘A = E[ACC2|A] =

Np

Np

=FK Z(|QFZ1| - |QFL2|)Z(|QF]1| - |QF32|)

i=1
N,

P

= > (BlQF,IQF; |l + EIQF, | QFy ]

ij=1

— E[|QF,,|QF;. || — E[QF.|QF; 1)
N, N,

= Y E[QF.]1+ ) E[QF,[QF;|]
=1

i#]

N, Np
+ Y E[QF2]1+ Y E[QF, |QF;,]
i=1

i#]

N, Np

— Y E[QF,QF, |- E[|QF,|QF]]
=1
N, N,

— > EllQF,|IQF, 1 =Y EllQF,||QF; |
=1

N, N,
= Y E[QF2]1+ ) E[QF, |QF;|]
1=1

i#j

NP
2.
i=1 i#j
NP
i=1

NP
- > E[QF,|QF;,|).
i#]

=1

i#j

i#]

NP
E[QF2]1+ > E[QF,||QF;,]]
[

i#j

NP
2)  EIQF,|QF.[1 - ) EIQF:, |QF;|]

13)
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Given that |QF;,| and |QF;,| are independent for ¢ # j, the
following relation holds:

N, N,
Cheela = Y EIQF2]1+ > ElIQF, |E|QF,]
i=1 i#]
..
[+ EllQF,[1E[|QF;,]]
i#£]

NP
+ Z E[QF}

—2ZE QF:, |QF: ] - ZE |QF:, | ENQE]]
1#]

S slor.]

i

EllQF; ] (14)

which, by considering (11) and by further assuming that
E[QF?] = E[QF?], becomes

2]+ 2ZE[|QFH 1EQF;, ]
i#£]

O-AFFIA =2 Z E Q
Ny

-2) E[|QF,|E
2]

Fjl-2 Z El|QF,[|QF,].

i=1

—2ZE[|QFZ-IIIQEQI] [|QF} ]

15)

NP
:22
1=1

In conclusion, the expression of the variance under hypothesis
A can be estimated as

s =2 (A% - B?) (16)
where
N
A2 = Z QF? = ZE[Q (17)
1=1
and
N,
= |QF,||QF;,| = ZE |QF,||QF,[]  (18)
=1 i=1

are estimated over the set of non watermarked MBs.
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