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Abstract— The growing interest in haptic applications such infancy. One of the reasons for this gap lies in the difficaity
as skill training, museum displays, multimodal interfaces, aids extending common signal processing algorithms to 3D data.
for people with visual and/or hearing impairments, etc suggests The first requirement that any watermarking technique must

that haptic digital media will soon become widely available, . . L -
and thcf needg will arise to protect digital haptic ydata from Satisfyis watermarkmperceptibility. In the case of still images

misuse. One of most common data protection technologies is@nd video sequences, the imperceptibility requirement has
digital watermarking, which consists of embedding a digital code triggered a great deal of research about the human visual
into multimedia data file. The code should not interfere with system, resumng in a number of possib|e a|gorithms that
the normal use of the media but can be always recovered to gy it the properties of human vision to improve watermark

prove data ownership. To that end, the embedded code must be. ibility while k inal th t K talh
imperceptible to the user. Since this requirement also holds for 'n_v's' ity W e k ee.pmg. € warérmark energy cons I
haptic digital media, it is then necessary that human’s ability to  First steps in this direction have very recently been taken f

perceive a hidden signal through a haptic interface be carefully the case of 3D watermarking [6]. In this case, the watermeark i
studied. Hence this paper aims at presenting the firstresults of 1 hosted by the macro-geometry of the surface of the congidere
psychophysical experiments we have conducted in this context. virtual object, which is assumed to be represented by a
three-dimensional mesh. Accordingly, the intrusivendsthe
watermark can be judged in terms of itgsibility in the

KEYWORDS . . oo
rendered version of the mesh. More generally, in applioatio
Haptics, digital watermarking, perception. where the virtual object is sensed through a haptic interfac
guaranteeing the imperceptibility of the watermark reggir
. INTRODUCTION the characterization of the sensitivity of the haptic ctenn

Haptic interfaces allow physical interactions with virtua. Despite an exponential increase in haptics research Gesivi

3D objects through the sense of touch. Possible applicsatio'ﬂ the last decade, our understanding of how people sense

) - o : ) . o and manipulate objects with their hands is still limited ]J[11
include training for minimally-invasive or microscopicrgical

. . X ) The most popular haptic interfaces, the PHANToM (Sens-
procedures, interaction with sculptures such as Michalkrs ble TechnF())I(F))gies wv?/wsensable com, USA) and thes Delta
David that can not be touched directly, perceptualization ! : : '

multidimensional data sets such as earthquake simuldiamn t? orceDimension, www.forcedimension.com, Switzerlama)

can not be easily comprehended throuah visual displa sealolnow us to interact with the virtual environment through one
y P 9 PlaYEA0R ntact point only. Interfaces with higher number of degree

sir;i;FZ:(;?;CZJEijei?]?gr%;?gfl:E?O:Jndr:\”t?;aﬁabﬁCdlsegns?gof freedom and with multiple interaction points are avdiab
9 P Bt are less common or reliable than those with three degrees

channel. of freedom and one interaction point
Due to the expected growing importance that digital haptic With the termhaptic rendering, we refer to a branch of

data will have in the near future, it is easy to predict théﬁtaptics research that deals with the calculation of intevac

the need will soon arise to protect such data from misu . : .
X . . SN . Ofces between a virtual representation of the user andwavir
like unauthorized copying and distribution, or false ovatép . . Lo

object. In most cases, haptic rendering is a two-step psoces

clalms.. Among the avgllaple techpologle_s to prptect diglt%onsisting of shape- and texture-based force renderintnidn
data, digital watermarking is receiving an increasingratte

due to its unique capability of persistently hiding a piede (g:ontext, shape refers to the macro-geometry of an object's

information within the to-be-protected data [1]. The hidde- surface, as opposed to texture that describes the finelgtuct

. . .__.or micro-geometry, of the surface. To render the shape of
formation can be used to prove ownership, to deny permission _, . ; . . .
object, one can use typical single-point contact renderi

of copying the data, to detect tampering, etc. A great deal a?

L : .~~~ algorithms such as thgod-aobject [16]. To render the texture
research has focused on digital watermarking of audlo,m;aq)f a virtual surface, one can perturb the shape-based force
and video while haptic interfaces are inherently relate@@o X

using a texture model [9].
surfaces.

. . : In this paper, we present the results of two psychophysical
D(_aspl_te the fact that 3fD models are_W|der used in S.eve@periments that investigated the perceptibility and ctatsl-
applications such as virtual prototyping, cultural hey@a

. . . — 2.7 ity of a hidden signal in the macro- and micro- geometry of
and entertainment, watermarking of 3D objects is still @ Itthe virtual object surface, respectively. In the first expent,
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was represented by a 3D mesh so that this initial wodecoding refers to a situation where extraction is accahpti
can be readily extended to objects with arbitrary surfaceéith the aid of the original, non-marked data. An important
shapes. The watermark was modeled as an additive white nalgtinction can also be made between algorithms embedding
superimposed on the host surface. The goal of the experimanmnark that can beead and those inserting a code that can
was to estimate the noise intensity threshold as a functionanly bedetected. In the former case, the bits contained in the
the resolution of the underlying mesh. watermark can be read without knowing them in advance. In

The second experiment focused on the micro-geometry tbe latter case, one can only verify if a given code is present
object surfaces by embedding the watermark in the textufe document. Though our perceptibility analysis is a ganer
data. A simple one-dimensional sinusoidal model was usede, we specifically focus on the case of blind watermark
for both the watermark and the host signal. The goal dietection.
this experiment was to investigate whether existing detect As mentioned in the introduction, an important aspect of
threshold data [12], [13], could successfully predict theny watermarking system is the imperceptibility of the keidd
perceptibility of the watermark. Despite the simplicity thie  information. For this reason it is of primary importancetitiee
texture model, this experiment provided the first evidengeoperties of the sensory modality through which the marked
of the possibility of embedding a haptically imperceptibl@bject is perceived are carefully studied. In audio watekma
watermark that can later be detected by means of specira], existing data from studies on the human auditory system
analysis. have been exploited to better hide the watermarking signal

The rest of this paper is organized as follows. Section Within the host audio. More relevant to the 3D scenario is the
presents an overview of the basic principles of watermatkincase of still image watermarking. Several models of the hluma
Sections Il and IV describe the macro- and micro-geometwsual system have been modified and exploited to ensure the
experiments, respectively. Section V concludes and désssusinvisibility of the hidden signal. In most cases Watsonisgie
future directions in digital haptic watermarking. model of vision has been adopted [5] leading to watermarking
systems working in the DCT (discrete cosine transform) or
DFT (discrete Fourier transform) domain. Watson’s model is
able to predict the visibility of a sinusoidal grating (wate

Generally speaking any watermarking system can be s&ffrking signal) superimposed on another sinusoidal gratin
as a communication system consisting of two major conhost signal). One problem with visual watermarking in the
ponents: a watermark embedder, and a watermark detecf@fquency domain is the lack of spatial localization, hence
The watermark usually consists of a pseudo-random sequegfernative models operating in the wavelet domain have bee
with uniform, binary or Gaussian distribution. It is traritexd proposed that have led to improved watermark invisibility.
through the watermark embedder over the original to-b@s far as 3D meshes are concerned, few studies have been
marked object (in our case a 3D surface). The watermark ggsblished so far. Of those studies, two different approsche
tector extracts the watermark from the marked data. Indeati have been taken: judging the visibility of the watermark in
and unintentional attacks and distortions applied to thetmesome selected views of the rendered mesh, and allowing the
hosting the watermark further characterize and complittege observer to freely play with the mesh, e.g., by zooming and
transmission channel. rotation [6]. Much more work is needed before watermark

Watermarking techniques can be divided into two maiasibility in 3D objects can be fully understood. To the best
categories: (igpatial/temporal domain techniquesthat directly of our knowledge, no previous work ohaptic watermark
add the watermark to pixel values; and {fignsformed domain  perceptibility has been presented with the exception of the
techniques that add the watermark in the frequency domainstudies carried out by the authors of the present paper.

Once the host features have been chosen, the embeddingor a more detailed discussion of watermarking issues,
rule has to be specified. The most common approach rigaders are referred to [2], [5].
watermark embedding is thelditive rule according to which
y; = x; +yw;, wherex; is thei-th component of the original
feature vector,w; the i-th sample of the watermarky a
parameter controlling the watermark strength, gndhe i-th The first experiment was aimed at estimating the percep-
component of the watermarked feature vector. Recently a néhility threshold of a watermark modeled as a white noise
approach to watermark embedding has been proposed. Thith uniform distribution embedded in the macro-geometry
approach, commonly referred to as informed watermarking description of the surface. The simplest case of a flat sarfac
Quantization Index Modulation (QIM) watermarking [3], carimplicitly described by a 3D mesh was considered. The same
greatly improve the performance of the system as a whotepresentation was used for both the host plane and the
However, for the sake of simplicity, our analysis focused omatermark. The 3D meshes were encoded in data structures
additive watermarking, leaving the analysis of QIM schemespresenting the spatial coordinates of all the vertices as
for future work. well as their interconnections. A virtual mesh was hapiycal

A crucial role is played by the way the watermark iglisplayed by a force feedback device that allowed single-
extracted from data. Ihlind decoding, the decoder does nopoint contact mediated by a stylus, as depicted in Fig.1.
need the original data (mesh) or any information derivechfroThe information about the surface shape was conveyed via
it in order to recover the watermark. Conversatgn-blind the direction of the reaction forces that corresponded ¢o th

II. OVERVIEW OF WATERMARKING TECHNIQUES

IIl. EXPERIMENT |: MACRO-GEOMETRY WATERMARKING



‘ Subject Haptic device

Stylus ti
Fig. 1. A subject touching a virtual surface through a stfiks device. RSy PRSI
Touching original mesh Touching watermarked mesh

Fig. 2. Experimental set-up. Bottom left: host mesh; Bottoght:i water-
normal vectors to the mesh. The force interaction model dithrked mesh.

not include friction.
The digital watermark can be embedded in the macro-

geometry of the surface by modifying the data matrices o yyq. interval forced choice (2IFC) three-down one-up

according to the additive rule. In this case, the watermagfy,htive procedure was used to estimate the watermark de-
signal was added to the height of the corresponding vertgxtion threshold [7]. According to the 2IFC paradigm, ther

of the mesh. Thetrength of the watermark was representeq oo 1o stimulus alternatives, one with the host mesh, and
by the noise _spectral power of the e_quwalent noise _“’_Odﬂ#e other with the watermarked mesh. On each trial, the two

Human sensitivity to the noise was estimated as the minimu ¢, .es were presented to the subject in random order. The
noise level required for the watermark to become detectablgo rs task was to report which surface (the first or the

Since the resolution of the mesh, i.e. the dimension ofgl&n onq) contained the plane with the watermark. As is typica

elements, may vary with application specifications and SW st adaptive procedures, no trial-by-trial correctaer

face shapes, the experiment was conducted using severalgglynack was provided during the experiment. According to

meshes with diffe_rgr_wt resolution. This way, the relatidpshthe three-down one-up adaptive rule, the watermark sthengt
between the sensitivity to the watermark strength and @ S|, s gecreased after three consecutive correct answers and
of the triangular mesh elements could be established. increased after a single wrong answer, as follows:

A. Methods A(0) = 2mm
i ) A(i+i) = 0.5A(i) (after 3 correct responses)
The host surface was a horizontal square plane of size A(i+ 1) 1.5A(i)  (after 1 incorrect response)

15 x 15cm? represented by a 3D triangular mesh and placed

in front of the subject. Let(i) be the 3D vector of thé- \yhere the initial valueA(0) = 2mm was found to be clearly
th triangle vertex and(:) the surface normal defined at th'sperceivable in a pilot test.

point. As mentioned earlier, the embedded watermark altere The stop condition was reached after 6 reversalsavérsal

the mesh vertices according to the following rule: occured when the watermark strength changed from incrgasin
V(i) = v(i) + w(i)n(i), to decreasing, or vice versa. It now follovys .that the total
number of trials per run was not fixed-priori, but was
wherev,, (i) was thei'" watermarked vertex and(i) the wa- determined adaptively to meet the stop condition described
termark noise model. Specifically, a uniform distributioasv above. A sketch of a typical staircase sequence produced
assumed foru(i) in the range{—A,+A}. The correspond- during one experimental run is given in Figure 3. The debecti
ing frequency domain representation of the watermark noit&eshold was computed by taking the average of the peaks and
consisted of a constant spectral power over all frequencigglleys over thes reversals within one staircase sequence.
P,(w) = A?/12. The experiments were arranged in two blocks per subject:
The human subjects explored the virtual surfaces usingaapractice block and an experimental block. Each block
PHANToM force-feedback device (model Desktop, SensAblnsisted of seven runs corresponding to the seven sizes of
Technologies, Inc., Woburn, MA, USA). They held the styluthe side of the triangular mesh elements ranging fidro
of the PHANToM with their right hand and stroked the surfaca,0mm. The estimated detection thresholds from the second
as illustrated in Fig. 2. block were recorded for each subject as a function of mesh
An impedance model [16] was used to render a faittd resolution. Five subjects, aged betw@2rand25, participated
the subject’'s hand (Fig.2) when the stylus tip was inside tle the experiment. All were right-handed with no known
virtual surface. No force was displayed when the stylus wagsnsorimotor impairments. Their prior experience with the
outside the virtual surface. PHANToM device varied from rige to expert.



Stimulus A (mm) for one epefimental fun. While the first experiment aimed at estimating the sensjtivit

to watermark as a function of the size of the triangular mesh
of the macro-geometry, the goal of the second experiment was
to investigate the exploitability of existing data in thiefature
for predicting the perceptibility of watermarks embedded
in the micro-geometry. Past research on human detection
thresholds for sinusoidal stimuli [12], [13] has estaldidhhe
minimum signal strength required for producing a sensation
Since we chose to model haptic virtual textures (both the
host and the watermark signals) using sinusoidal gratiitgs,
was anticipated that the perceptibility of watermarks ddus
lzig- t3_- Altyp_igal Istairt%ase azequezngg for Orﬁ] expeiimenti”ﬂtﬂhis t%ase, predicted using existing detection thresholds.
B e Eat e alemar stengh was  When a virtual flat_hapic surface with a superimposed
detection threshold. sinusoidal grating (texture) is explored with a force-fieack
device such as the PHANToM, texture information is conveyed
through vibration. Previous work has shown that the tenipora
B. Results and discussion signal contributing to texture perception is charactetibg a

The mean and standard deviation of the estimated detectftectral peak of the force or position signals recorded oear
thresholds in terms of the watermarking strengthwere at the stylus tip [4]. The frequency of this peak is deterdine
calculated from the data of all the subjects. They are shawnQY the spatial period of the sinusoidal grating and the speed

Figure 4 as a function of the triangle side lengjtNote that the at which the .textured surfa(;e is _stroke'd. The amplitude ef th
peak determines the perceived intensity (or roughnesd)eof t

Average threshold and standard deviatienr) texture.
018 ‘ ‘ ‘ ‘ It now follows that digital watermarking of virtual haptic
0151 | texture can be considered in the spectral domain: given a
host texture signal, an additional spectral peak at a @iffer
012 1 frequency with an amplitude below human detection threkhol
(the watermark) can be added that guarantees its impercepti

ooor 1 bility. Therefore, the second experiment employed a sifiegli
0.06 m 1 version of the additive watermarking method outlined earli
6 3.64 5.00 6.67

Trials

0.031

L_ET

2.00 2.8

A. Methods
The height map of the host texture signal was defined by

8.00 10.00
Side length fnm) h(l‘) — Ah sin 2—7TZE +Ah
Ly
where A, = 1 mm andL;, = 2 mm. The symbols4d and
L denoted the amplitude and the spatial wavelength of the

procedure we followed was a within-subject design meanirghusoidal gratings, respectively. The watermarked textu
that each subject was tested with all values of the triangishm signal was defined by

side length. As a result, the effect of side length on wateékma o
detection threshold could be assessed within each subjecti(z) = A}, sin <a:> + Ap + Ay sin <x> + Ay
Due to the relatively small number of subjects tested and L Lu
their different level of prior experience with haptic irfeces, where L,, =5 mm, and4,, was either 0.2 (condition 1) or
some between-subject variability in thresholds were ebgukc 0.5 mm (condition 2). Figure 5 illustrates the one-dimenalo
thereby explaining relatively large standard deviatiomghe sinusoidal texture model. As in the first experiment, the
plot of Fig.4. feedback forcef’ in Figure 5 was computed according to the
In general, watermark detection threshold increased asngpedance model [16].
function of the mesh resolution, indicating that more noise In the spatial domain, the watermarked texture signal was
can be embedded in surfaces with coarser representatien. @armodulated sinusoidal signal (Figure 6, bottom trace)hén t
values of the thresholds can be used to adjust the strengtifrefjuency domain, it exhibited two spectral peaks (Fig. 7).
the watermark signal as a function of the local geometricihe upper panel in Figure 7 shows the spectral density of
features of the host surface so that imperceptibility can Ipg (¢) (solid line) for condition 1 where the weaker watermark
guaranteed. signal was embedded in the host texture signal. phé)
data were recorded from a single stroke of the watermarked
IV. EXPERIMENT II: MICRO-GEOMETRY WATERMARKING  textured surface using the PHANTOM haptic device. The
The second experiment considered the watermarking adshed line in the same panel shows the human detection
haptic virtual texture, i.e. the micro-geometry of sura¢e0]. thresholds taken from the literature [12]. The two spectral

Fig. 4. Average thresholds over triangle side length.
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Stylus tip:p(?) = (p.(1), , (1), p. (1)) >0

[

Watermark ~ Host

Condition 1
AW =0.2mm

Penetration depth:d(f)
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AW =0.5mm

Displacement (dB re 1 um peak)

0 /
Human R S
Fig. 5. Bird's-eye view of subject, textured vertical plarmad coordinate detection
frame. The dashed line indicates the flat vertical plane uphitiwa one- threshold
dimensional sinusoidal texture model was superimposed. 8slj&oked the -50 :
textured surface along the-axis. Penetration depth was measured as tr 20 40 60 80100 300 500
distance between the stylus tip and the point on the textawefhce along
the z-axis. Frequency (Hz)

Fig. 7. Power spectral densities pf (¢) for the two watermarked textures
(solid lines) and human detection thresholds (dashed linds upper and

peks coresponded to e watemak 40 He) and hos Il sl e sl e by

(~ 76 Hz) signals, respectively. The lower panel in Fig. foc rextures are indicated by arrows. o

shows the same for condition 2 where the stronger watermark

signal was used. The perceptibility of the two watermarks

could be predicted by comparing the watermark peaks with N

the corresponding human detection thresholds. Since thie p§ondition 1 and two for condition 2. The order of the four
for the weaker watermark was at roughly the same level B¥'S was randomized for each subject. At the beginning of
the human detection threshold, we did not expect the sibjeCh run, subjects familiarized themselves with the stitmul -
to be able to detect it. The peak for the stronger watermaf}tering either 1 or 2 on a keyboard to feel the corresponding
however, was clearly above the human detection threshdture. Training was terminated by the subjects whenéesyr t

We therefore expected this watermark to be easily perceiVd§'e ready. N .
by our subjects. Data from each condition formed ax2 stimulus-response

matrix consisting of200 trials. Instead of calculating the
percent-correct scores which are often confounded by sishje
Host signal response biases, we estimated the sensitivity indlexhat
provided a bias-free measure of the discriminability bemve
the host and watermarked host textures (i.e., the perdiptib
of the watermark signal) [8][14]. A’ value o0f0.0, 1.0 or 2.0
r corresponds to a percent-correct scores@f, 69% or 84%,
i Host with watermark respectively, assuming no response biases.

Five subjects, aged 25-39, participated in the experiment.
All were right-handed with no known sensorimotor impair-
-] ‘ ‘ ; ; ment with their hands. Their prior experience with the PHAN-

0 5 10 15 20 ToM device varied from rige to expert.

o= N
T

Zz (mm)

o N W
T

X (mm) _ _
B. Results and discussion
Fig. 6. Spatial representation of stimuli. Top trace shows zhvs. Shown in Fig. 8 are the values sénsitivity index d’ for five
sinusoidal grating for the host texture alondy( = 1 mm, L, = 2 subjects. Thel’ values were essentiallyin condition1 where
mm). Bottom trace shows the same host signal with an embeddedweate o \weaker watermark signal was used, indicating that the
(Aw = 0.2 mm, L,, =5 mm). . . !
subjects could not tell the difference between the hostitext
alone and the watermarked texture. In conditiowhere the
A one-interval two-alternatives forced-choice paradigasw stronger watermark signal was used, the valued’ afere in
used to measure the subject’s ability to discriminate th&t hdhe rangel.39 - 2.63 indicating high discriminability. There-
texture from the watermarked texture. On each trial, thgesib fore, the stronger watermark signal was clearly perceesadl
felt either the host texture alone, or the host texture whith t all the subjects.
watermark. Their task was to respond “1” to the host texture The spectral-domain analysis of the texture signals pesvid
and “2” to the watermarked host texture. No trial-by-triah means for detecting watermarks embedded in a texture
correct-answer feedback was provided during data callecti signal. The frequency of the host or the watermark texture
Each subject performed four 100-trial blocked runs, two farignal is aroundv|/L wherev is the average stroking velocity
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Fig. 8. Experimental results. Shown are the sensitivitydadiand the corre-
sponding standard deviations for subjects S1-S5 undemthenvatermarking
conditions.

two sensory modalities under both unimodal (haptic or vi-
sual stimulation alone) and bimodal (visuo-haptic stirtialg
conditions will allow us to determine which sensory modgalit
and/or stimulation condition ultimately sets the boundgmy
the detectability of haptic/visual watermarks. We envisio
that with the availability of lower-cost commercially-ahadole
haptic interfaces, the area of haptic and multimodal digita
watermarking will soon become the next fruitful territoryr f
research on digital watermarking.
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and L the spatial period of the sinusoidal grating [4]. The
average stroking velocity can be estimated from the pasitio

data along the lateral stroking directiop,[t) in Figure 5]. [1l
One can then look for a spectral peak nedfL,, to detect 2]
the watermark.

(3]

V. CONCLUSIONS AND FUTURE PERSPECTIVES

We have taken a first step towards the analysis of the hapti#l
perceptibility of digital watermarks. Two psychophysiex-
periments were conducted with the aim to measure the humag)
ability to haptically perceive the presence of a small signha
hidden in a host virtual surface. We separately investiyat
the perceptibility and detectability of a hidden signal ret
macro- and micro-geometry of the virtual object, i.e. a aign [7]
embedded into a 3D mesh and into textural data, respectivel[)é]

As it is the case for any novel inter-disciplinary research
framework, many issues are left open for further invesiigat  [©]
Among the many aspects that deserve investigation are
generalization to more complex shapes, the use of different
models for the watermarking signal, as well as the percéptua
impact of different rendering techniques. 11

Moreover, we are planning to compare haptic and visual pgr2]
ceptibility using the same object and surface represemsti
in order to analyze whether the constraints set by the haﬂtll%]
channel are more or less stringent than those set by thel visua
channel, and if these constraints follow the same rules ih bd!4l
domains. To avoid reinventing the wheel, we will systemaf;s,
ically test the perceptibility of common visual watermaugi
techniques in haptically rendered 3D objects at both macro-
and micro-geometry levels, and compare the perceptibili%/6
thresholds for the visual and haptic sensory modalities. To
the extent that some of the existing watermarking techrique
can be readily applied to the haptics domain and possibly
result in higher thresholds (i.e., harder to perceive) by th
sense of touch, we will have found new ways to achieve
multimodal imperceptibility by employing existing visuaia-
termarking algorithms. It is also quite possible that lower
detection thresholds may be found using multimodal (visual
and/or haptic) interfaces, in which case new watermarking
techniques need to be developed. The characterizationeof th

] M. Corsini M. Barni E. Drelie Gelasca, T. Ebrahimi.

ﬂﬂ D. Prattichizzo, M. Barni, H. Z. Tan, and S. Choi.
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