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Abstract— Optimum decision fusion in the presence of mali-
cious nodes—often referred to as Byzantines—is hindered by the
necessity of exactly knowing the statistical behavior of Byzantines.
In this paper, we focus on a simple, yet widely adopted, setup in
which a fusion center (FC) is asked to make a binary decision
about a sequence of system states by relying on the possibly
corrupted decisions provided by local nodes. We propose a
game-theoretic framework, which permits to exploit the superior
performance provided by optimum decision fusion, while limiting
the amount of a priori knowledge required. We use numerical
simulations to derive the optimum behavior of the FC and
the Byzantines in a game-theoretic sense, and to evaluate the
achievable performance at the equilibrium point of the game.
We analyze several different setups, showing that in all cases,
the proposed solution permits to improve the accuracy of data
fusion. We also show that, in some cases, it is preferable for
the Byzantines to minimize the mutual information between the
status of the observed system and the reports submitted to the
FC, rather than always flipping the decision made by the local
nodes.

Index Terms— Adversarial signal processing, Byzantine nodes,
distributed detection with corrupted reports, decision fusion, data
fusion in malicious settings, game theory, dynamic programming.

I. INTRODUCTION

DECISION fusion for distributed detection in the pres-
ence of malicious nodes, often referred to as Byzanti-

nes [1], has received an increasing attention for its importance
in several application scenarios, including wireless sensor
networks [2], [3], cognitive radio [4]–[7], distributed
detection [8], [9], multimedia forensics [10] and many others.

The most commonly studied scenario is the parallel dis-
tributed data fusion model. According to such a model, the
n nodes of a multi-sensor network collect information about
a system through the observation vectors x1, x2 . . . xn . Based
on the observation vectors, the nodes compute n reports and
send them to a Fusion Center (FC). The fusion center gathers
the local reports and makes a final decision about the state
of the system. In the setup considered in this paper, the state
of the system is represented by a sequence sm = (s1, s2 . . . sm).
The m components of sm may correspond to the state of the
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system at different time instants or to several characteristics
of a complex system. Spectrum sensing in cognitive radio
networks is a typical example of the above scenario: the
observed system is the frequency spectrum of a primary
communication network, while sm may correspond to the state
of the spectrum (busy or idle) at different time instants, or
to the state of different frequency channels. An additional
example is provided by online reputation systems. In such
systems, the FC must compute the global rating of a good or
a service by relying on the feedback and ratings coming from
users, whom, in turn, could be interested to provide a biased
feedback in order to increase or decrease the reputation of an
item [11].

Hereafter we assume that each component of sm can take
only two values (si ∈ {0, 1}). Additionally, we make the
simplifying assumption that the reports correspond to local
decisions made by the nodes about the system state. Specifi-
cally, we indicate by ri j ∈ {0, 1}, i = 1 . . . n, j = 1 . . . m the
report sent by node i regarding the j -th component of sm .

Decision fusion must be carried out in an adversarial setting,
that is by taking into account the possibility that some of the
nodes malevolently alter their reports to induce a decision
error. This is a recurrent situation in many scenarios where
a decision error results in a profit for the nodes (see [1] for a
general introduction to this topic). To be specific, we assume
that the nodes do not know the exact state of the system, so
they estimate it based on the observation vectors xi ’s. Let us
denote with ui j the binary decision made by node i regarding
the j -th component of sm . While for honest nodes ri j = ui j ,
malicious nodes flip ui j with a certain probability Pmal , so that
ui j �= ri j with probability Pmal . Hereafter, we assume that the
same probability Pmal is used by all malicious nodes and for
all the components of sm , that is Pmal does not depend either
on i1 or j . A pictorial representation of the setup analyzed in
this paper is given in Figure 1.

A. Prior Work
In a simplified and widely adopted version of the problem,

the FC makes its decision on s j by looking only at the cor-
responding reports, i.e. (r1 j , r2 j . . . rnj ). This is a reasonable
assumption in some applications, e.g., when the components
of sm correspond to the state of the observed system at
different time instants, and a decision must be made as soon
as the reports regarding the state at time j are available.

1Of course, assuming that the i-th node is a Byzantine, otherwise we
obviously have Pmal = 0.
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Fig. 1. Sketch of the adversarial decision fusion scheme.

In the absence of Byzantines, the optimum way to combine
the local decisions according to the Bayesian approach has
been determined in [12] and [13], and is known as Chair-
Varshney rule. If local error probabilities are symmetric and
equal across the nodes, Chair-Varshney rule corresponds to a
simple majority-bases decision.

When Byzantines are present, the application of
Chair-Varshney rule requires that the position of the byzantine
nodes is known, along with the flipping probability Pmal ,
an information that is rarely available, thus forcing the FC to
adopt suboptimal fusion strategies. In [8], decision fusion
is framed into a Neyman-Pearson setup and the asymptotic
performance of the system when the number of nodes tends
to infinity are analyzed as a function of the percentage of
corrupted reports. As a result, the fraction of Byzantines
impeding any correct decision is determined. Another
noticeable aspect of [8] is that the Byzantines are assumed to
cooperate among them to infer the exact status of the system
and corrupt their reports accordingly. The analysis carried
out in [8] is extended in [5], where the interplay between
the strategy adopted by the Byzantines to attack the system
and the fusion rule adopted by FC together with the local
decision strategy used by honest nodes is modeled as a zero
sum game, whose payoff is either the overall error probability
or the divergence between the probability mass function
(pmf) of the observed reports under the hypothesis that s = 0
and s = 1. Even in [5], the authors determine the minimum
fraction of Byzantines impeding any correct decision with
both cooperative and noncooperative Byzantines.

Better results can be obtained if the FC collects all the
reports and estimate the state vector as a whole. In a cognitive
radio scenario, for instance, this corresponds to decide about
spectrum occupancy over an entire time window, or, more
realistically, to jointly decide about the state of the spectrum
at different frequency slots. As an example, the FC may try
to identify the malicious nodes by measuring the similarity
(or dissimilarity) between the submitted reports and use such
an estimate to ignore the reports coming from suspect nodes
in the decision fusion process. Such an approach, which is
usually referred to as Byzantine isolation [1], is adopted
in [5]. According to such a work, all the components of the
state vector are analyzed to assign to each node a reputation

measure which is eventually used to isolate the byzantine
nodes, which are identified as the nodes with a low reputation.
A different isolation scheme based on adaptive learning is
described in [14], where the observed behavior of the nodes
is compared with the expected behavior of honest nodes.
A peculiarity of this scheme is that it works even when
the majority of the nodes are byzantine, but it requires
very long state vectors to achieve good performances. Better
performance can be obtained if some additional knowledge
about the Byzantine behavior is available, as in [15], where
the knowledge about Pmal and the number of Byzantines in
the networks is exploited to develop a soft isolation scheme.
As in [16], a game theoretic approach is used to determine
the optimum strategies for the Byzantines and the FC. This
corresponds to determining the optimum value of Pmal for
the Byzantines and the value of some internal parameters
of the isolation scheme for the FC. As in that work, it
turns out that setting Pmal = 1 is a dominant strategy for
the Byzantines. Tolerant schemes which mitigate the impact
of Byzantines in the decision, instead of removing them,
have also been proposed, like in [17], where the reports are
weighted differently according to the reputation score of the
nodes.

B. Contribution

Our research starts from the observation that the knowledge
of Pmal and the probability distribution of Byzantines across
the network will allow the derivation of the optimum decision
fusion rule, thus permitting to the FC to obtain the best
achievable performance. We also argue that, in the presence
of such an information, discarding the reports received from
suspect nodes is not necessarily the optimum strategy, since
such reports may still convey some useful information about
the status of the system. This is the case, for instance, when
Pmal = 1. If the FC knows the identity of byzantine nodes, in
fact, it only needs to flip the reports received from such nodes
to cancel the Byzantines’ attack. In this sense, the method
proposed in [15] is highly suboptimal, since it does not fully
exploit the knowledge of Byzantine distribution and Pmal .

As a first step, we derive the optimum decision fusion
rule when the FC knows both the probability distribution of
Byzantines and Pmal . Our analysis goes along a line which
is similar to that used in [12] to derive the Chair-Varshney
optimal fusion rule. As a matter of fact, by knowing Pmal and
assuming that the probability that a node is Byzantine is fixed
and independent on the other nodes, the Chair-Varshney rule
can be easily extended to take into account the presence of
Byzantines. In contrast to [12], however, the optimal fusion
rule we derive in this paper, makes a joint decision on the
whole sequence of states hence permitting to improve the
decision accuracy. Furthermore, the analysis is not limited
to the case of independently distributed Byzantines. We also
describe an efficient implementation of the optimum fusion
strategy based on dynamic programming.

Starting from the optimum decision fusion rule, and as
a main contribution, we focus on the a-priori knowledge
required to implement the optimum rule, namely Pmal and the
distribution of Byzantines across the network. In order to cope
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with the lack of knowledge regarding Pmal , we introduce a
game-theoretic approach according to which the FC arbitrarily
sets the value of Pmal to a guessed value P FC

mal and uses such
a value within the optimum fusion rule. At the same time,
the Byzantines choose the value of Pmal so to maximize the
error probability, without knowing the value of P FC

mal used by
the fusion center. The payoff is defined as the overall error
probability, with the FC aiming at minimizing it, while the
goal of the Byzantines is to maximize it. Having defined the
game, we use numerical simulations to derive the existence of
equilibrium points, which then identify the optimum behavior
for both the FC and the Byzantines in a game-theoretic
sense. While the adoption of a game-theoretic framework
to model decision fusion in the presence of Byzantines has
been used before, its adoption as an alternative to optimum
decision fusion in the absence of precise information about
Byzantines behavior is a novel contribution of this work.
With regard to the knowledge that the FC has about the
distribution of Byzantines, we consider several cases, ranging
from a maximum entropy scenario in which the uncertainty
about the distribution of Byzantines is maximum, through a
more favorable situation in which the FC knows the exact
number of Byzantines present in the network.

As a further contribution, we use numerical simulations to
get more insights into the optimum strategies at the equilib-
rium and the achievable performance under various settings.
The simulations show that in all the analyzed cases, the
performance at the equilibrium outperform those obtained
in previous works (specifically in [5] and [15]). Simulation
results also confirm the intuition that, in some instances,
it is preferable for the Byzantines to minimize the mutual
information between the status of the observed system and
the reports submitted to the FC, rather than always flipping
the decision made by the local nodes as it is often assumed
in previous works. This is especially true when the length of
the observed sequence and the available information about the
Byzantine distribution allow a good identification of byzantine
nodes.

The rest of this paper is organized as follows. In Section II,
we derive the optimum fusion rule under different assumptions
on the distribution of Byzantines. In Section III, we propose
an efficient implementation of the optimum fusion rule based
on dynamic programming. In Section IV, we introduce the
game-theoretic framework modeling the interplay between the
Byzantines and the FC. In Section V, we present simulations
results and discuss optimum attacking and fusion strategies in
various settings. We conclude the paper in Section VI with
some final remarks.

II. OPTIMUM FUSION RULE

In the rest of the paper, we will use capital letters to denote
random variables and lowercase letters for their instantiations.
Given a random variable X , we indicate with PX (x) its prob-
ability mass function (pmf). Whenever the random variable
the pmf refers to is clear from the context, we will use the
notation P(x) as a shorthand for PX (x).

With the above notation in mind, we let Sm = (S1,
S2 . . . Sm) indicate a sequence of independent and identically

distributed (i.i.d.) random variables indicating the state of the
system. The independence of the different components of the
state vector is a reasonable assumption in several scenarios,
e.g. when they represent the status of the frequency spec-
trum of a cognitive radio system at different frequencies [5].
We assume that all states are equiprobable, that is PS j (0) =
PS j (1) = 0.5. We denote by Uij ∈ {0, 1} the local decision
made by node i about Sj . We exclude any interaction between
the nodes and assume that Uij ’s are conditionally independent
for a fixed status of the system. This is equivalent to assuming
that the local decision errors are i.i.d.

With regard to the position of the Byzantines, let
An = (A1 . . . An) be a binary random sequence in which
Ai = 0 (res. Ai = 1) if node i is honest (res. byzantine).
The probability that the distribution of Byzantines across the
nodes is an is indicated by PAn (an) or simply P(an).

Finally, we let R = {Rij }, i = 1 . . . n, j = 1 . . . m
be a random matrix with all the reports received by the
fusion center. Accordingly, we denote by r = {ri j } a specific
instantiation of R. As stated before, Rij = Uij for honest
nodes, while P(Rij �= Uij ) = Pmal for byzantine nodes.
Byzantine nodes flip the local decisions Uij independently of
each other with equal probabilities, so that their action can
be modeled as a number of independent binary symmetric
channels with crossover probability Pmal .

We are now ready to derive the optimum decision rule
on the sequence of states at the FC. We stress that, while
considering a joint decision on the sequence of states does
not give any advantage in the non-adversarial scenario with
i.i.d. states, such an approach permits to improve the accuracy
of the decision in the presence of byzantine nodes. Given the
received reports r and by adopting a maximum a posteriori
probability criterion, the optimum decision rule minimizing
the error probability can be written as:

sm,∗ = arg max
sm

P(sm |r). (1)

By applying Bayes rule and exploiting the fact that all state
sequences are equiprobable we obtain:

sm,∗ = arg max
sm

P(r|sm). (2)

In order to go on, we condition P(r|sm) to the knowledge
of an and then average over all possible an:

sm,∗ = arg max
sm

∑

an

P(r|an, sm)P(an) (3)

= arg max
sm

∑

an

( n∏

i=1

P(ri |ai , sm)

)
P(an) (4)

= arg max
sm

∑

an

( n∏

i=1

m∏

j=1

P(ri j |ai , s j )

)
P(an), (5)

where ri indicates the i -th row of r. In (4) we exploited the
fact that, given an and sm , the reports sent by the nodes
are independent of each other, while (5) derives from the
observation that each report depends only on the corresponding
element of the state sequence.

It goes without saying that in the non-adversarial case
(P(an) = 1 for an = (0, · · · , 0) and 0 otherwise) the
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maximization in (5) is equivalent to the following component-
wise maximization

s∗
j = arg max

s j

n∏

i=1

P(ri j |s j ), ∀ j = 1, · · · , m, (6)

which corresponds to the Chair-Varshney rule.
We now consider the case in which the probability of a

local decision error, say ε, is the same regardless of the system
status, that is ε = Pr(Uij �= Sj |Sj = s j ), s j = 0, 1. For a
honest node, such a probability corresponds to the probability
that the report received by the FC does not correspond to the
system status. This is not the case for byzantine nodes, for
which the probability δ that the FC receives a wrong report is

δ = ε(1 − Pmal) + (1 − ε)Pmal . (7)

According to the above setting, the nodes can be modeled
as binary symmetric channels, whose input corresponds to
the system status and for which the crossover probability is
equal to ε for the honest nodes and δ for the Byzantines.
With regard to ε, it is reasonable to assume that such a
value is known to the fusion center, since it depends on
the characteristics of the channel through which the nodes
observe the system and the local decision rule adopted by the
nodes. The value of δ depends on the value of Pmal which is
chosen by the Byzantines and then is not generally known to
the FC. As we outlined in Section I-B, we will first derive the
optimum fusion rule assuming that Pmal is known and then
relax this assumption by modeling the problem in a game-
theoretic framework (see Section IV).

From (5), the optimum decision rule can be written:

sm,∗ = arg max
sm

∑

an

( ∏

i:ai =0

(1 − ε)meq (i)εm−meq (i)

∏

i:ai =1

(1 − δ)meq (i)δm−meq (i)
)

P(an), (8)

where meq(i) is the number of j ’s for which ri j = s j .
As a notice, when there are no Byzantines in the network,

the optimum decision in (8) boils down to the majority rule.
To go on with the study of the adversarial setup we need

to make some assumptions on P(an).

A. Unconstrained Maximum Entropy Distribution

As a worst case scenario, we could assume that the FC
has no a-priori information about the distribution of Byzan-
tines. This corresponds to maximizing the entropy of An ,
i.e. to assuming that all sequences an are equiprobable,
P(an) = 1/2n . In this case, the random variables Ai are inde-
pendent of each other and we have PAi (0) = PAi (1) = 1/2.
It is easy to argue that in this case the Byzantines may impede
any meaningful decision at the FC. To see why, let us assume
that the Byzantines decide to use Pmal = 1. With this choice,
the mutual information between the vector state Sm and R is
zero and so any decision made by the FC center would be
equivalent to guessing the state of the system by flipping a
coin. The above observation is consistent with previous works
in which it is usually assumed that the probability that a node

is Byzantine or the overall fraction of Byzantines is lower
than 0.5, since otherwise the Byzantines would always succeed
to blind the FC [1].

B. Constrained Maximum Entropy Distributions

A second possibility consists in maximizing the entropy
of An subject to a constraint which corresponds to the
a-priori information available to the fusions center. We con-
sider two cases. In the first one the FC knows the expected
value of the number of Byzantines present in the network, in
the second case, the FC knows only an upper bound of the
number of Byzantines. In the following, we let NB indicate
the number of Byzantines present in the network.

1) Maximum Entropy With Given E[NB ]: Let
α = E[NB ]/n indicate the expected fraction of
Byzantines nodes in the network. In order to determine
the distribution P(an) which maximizes H (An) subject to α,
we observe that E[NB ] = E[∑i Ai ] = ∑

i E[Ai ] = ∑
i μAi ,

where μAi indicates the expected value of Ai . In order to
determine the maximum entropy distribution constrained to
E[NB ] = αn, we need to solve the following problem:

max
P(an):∑i μAi =nα

H (An). (9)

We now show that the solution to the above maximization
problem is obtained by letting the Ai ’s to be i.i.d. random
variables with μAi = α. We have:

H (An) ≤
∑

i

H (Ai) =
∑

i

h(μAi ), (10)

where h(μAi ) denotes the binary entropy function2 and where
the last equality derives from the observation that for a binary
random variable A, μA = PA(1). We also observe that equality
holds if and only if the random variables Ai ’s are independent.
To maximize the rightmost term in equation (10) subject to∑

i μAi = nα, we observe that the binary entropy is a concave
function [18], and hence the maximum of the sum is obtained
when all μAi ’s are equal, that is when μAi = α.

In summary, the maximum entropy case with known average
number of Byzantines, corresponds to assuming i.i.d. node
states for which the probability of being malicious is constant
and known to the FC.3 We also observe that when α = 0.5, we
go back to the unconstrained maximum entropy case discussed
in the previous section.

Let us assume, then, that Ai ’s are Bernoulli random
variables with parameter α, i.e., PAi (1) = α, ∀i . In this
way, the number of Byzantines in the network is a random
variable with a binomial distribution. In particular, we have
P(an) = ∏

i P(ai ), and hence (4) can be rewritten as:

sm,∗ = arg max
sm

∑

an

( n∏

i=1

P(ri |ai , sm)P(ai )

)
. (11)

The expression in round brackets corresponds to a factoriza-
tion of P(r, an |sm). If we look at that expression as a function
of an , it is a product of marginal functions. By exploiting the

2For any p ≤ 1 we have: h(p) = p log2 p + (1 − p) log2(1 − p).
3Sometimes this scenario is referred to as Clairvoyant case [5].
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distributivity of the product with respect to the sum we can
rewrite (11) as follows

sm,∗ = arg max
sm

n∏

i=1

( ∑

ai∈{0,1}
P(ri |ai , sm)P(ai )

)
, (12)

which can be computed more efficiently, especially for large n.
The expression in (12) can also be derived directly from (2)
by exploiting first the independence of the reports and then
applying the law of total probability. By reasoning as we did
to derive (8), the to-be-maximized expression for the case of
symmetric error probabilities at the nodes becomes

sm,∗ = arg max
sm

n∏

i=1

[
(1 − α)(1 − ε)meq (i)εm−meq (i)

+ α(1 − δ)meq (i)δm−meq (i)
]
. (13)

Due to the independence of node states, the complexity of
the above maximization problem grows only linearly with n,
while it is exponential with respect to m, since it requires
the evaluation of the to-be-minimized function for all possible
sequence sm . For this reason, the optimal fusion strategy can
be adopted only when the length of the state sequence is
limited.

2) Maximum Entropy With NB < h: As a second possibil-
ity, we assume that the FC knows only that the number of
Byzantines NB is lower than a certain value h (h ≤ n). For
instance, as already observed in previous works [1], [5], [19],
when the number of Byzantines exceeds the number of honest
nodes no meaningful decision can be made. Then, as a worst
case assumption, it makes sense for the FC to assume that
NB < n/2 (i.e., h = n/2), since if this is not the case, no
correct decision can be made anyhow. Under this assumption,
the maximum entropy distribution is the one which assigns
exactly the same probability to all the sequences an for which∑

i ai < n/2. More in general, the FC might have some
a priori knowledge on the maximum number of corrupted
(or corruptible) links in the network, and then he can constraint
NB to be lower than H with h < n/2. To derive the optimum
fusion strategy in this setting, let I be the indexing set
{1, 2, ..., n}. We denote with Ik the set of all the possible
k-subsets of I. Let I ∈ Ik be a random variable with the
indexes of the byzantine nodes, a node i being byzantine if
i ∈ I , honest otherwise. We this notation, we can rewrite (3)
as

sm,∗ = arg max
sm

h−1∑

k=0

∑

I∈Ik

P(r|I, sm )p(sm), (14)

where we have omitted the term P(I ) (or equivalently P(an))
since all the sequences for which NB < h have the same
probability. In the case of symmetric local error probabilities,
(14) takes the following form:

sm,∗ = arg max
sm

h−1∑

k=0

∑

I∈Ik

(∏

i∈I

(1 − δ)meq (i)δm−meq (i)

∏

i∈I\I

(1 − ε)meq (i)εm−meq (i)
)

. (15)

Since, reasonably, h is a fraction of n, a problem with (15) is
the complexity of the inner summation, which grows exponen-
tially with n (especially for values of k close to h). Together
with the maximization over all possible sm , this results in
a doubly exponential complexity, making the direct imple-
mentation of (15) problematic. In Section III, we introduce
an efficient algorithm based on dynamic programming which
reduces the computational complexity of the maximization
in (15).

We conclude by stressing an important difference between
the case considered in this subsection and the maximum
entropy case with fixed E[NB ], with the same average number
of Byzantines. In the setting with a fixed E[NB ] (< n/2) there
is no guarantee that the number of Byzantines is always lower
than the number of honest nodes, as it is the case in the setting
analyzed in this subsection when h ≤ n/2. This observation
will be crucial to explain some of the results that we will
present later on in the paper.

C. Fixed Number of Byzantines

The final setting we are going to analyze assumes that
the fusion center knows the exact number of Byzantines, say
nB . This is a more favorable situation with respect to those
addressed so far. The derivation of the optimum decision
fusion rule stems from the observation that, in this case,
P(an) �= 0 only for the sequence for which

∑
i ai = nB .

For such sequences, P(an) is constant and equal to
( n

nB

)−1.
By using the same notation used in the previous section, the
optimum fusion rules, then, is:

sm,∗ = arg max
sm

∑

I∈InB

P(r|I, sm)p(sm), (16)

which reduces to

sm,∗ = arg max
sm

∑

I∈InB

( ∏

i∈I

(1 − δ)meq (i)δm−meq (i)

∏

i∈I\I

(1 − ε)meq (i)εm−meq (i)
)

, (17)

in the case of equal local error probabilities. With regard
to computational complexity, even if the summation over
all possible number of Byzantines is no more present, the
direct implementation of (17) is still very complex due to the
exponential dependence of the cardinality of InB with respect
to n.

III. AN EFFICIENT IMPLEMENTATION BASED

ON DYNAMIC PROGRAMMING

The computational complexity of a direct implementation
of (15) and (17) hinders the derivation of the optimum decision
fusion rule for large size networks. Specifically, the problem
with (15) and (17) is the exponential number of terms of the
summation over Ik (InB in (17)). In this section, we show that
an efficient implementation of such summations is possible
based on Dynamic Programming (DP) [20].

Dynamic programming is an optimization strategy which
allows to solve complex problems by transforming them into
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subproblems and by taking advantage of the subproblems
overlap in order to reduce the number of operations. When
facing with complex recursive problems, by using dynamic
programming we solve each different subproblem only once by
storing the solution for subsequent use. If during the recursion
the same subproblem is encountered again, the problem is not
solved twice since its solution is already available. Such a
re-use of previously solved subproblems is often referred in lit-
erature as memoization algorithm [20]. Intuitively, DP allows
to reduce the complexity of problems with a structure, such
that the solutions of the same subproblems can be reused many
times.

We now apply dynamic programming to reduce the com-
plexity of our problem. Let us focus on a fixed k (and n) and
let us define the function fn,k as follows:

fn,k =
∑

I∈Ik

( ∏

i∈I

(1 − δ)meq (i)δm−meq (i)

∏

i∈I\I

(1 − ε)meq (i)εm−meq (i)
)

. (18)

By focusing on node i , there are some configurations
I ∈ Ik for which such a node belongs to I , while for others
the node belongs to the complementary set I \ I . Let us define
b(i) = (1−δ)meq(i)δm−meq (i) and h(i) = (1−ε)meq(i)εm−meq (i),
which are the two contributions that node i can provide to
each term of the sum, depending on whether it belongs to
I or I\ I . Let us focus on the first indexed node. By exploiting
the distributivity of the product with respect to the sum,
expression (18) can be rewritten in a recursive manner as:

fn,k = b(1) fn−1,k−1 + h(1) fn−1,k . (19)

By focusing on the second node, we can iterate on
f (n − 1, k − 1) and f (n − 1, k), getting:

fn−1,k−1 = b(2) fn−2,k−2 + h(2) fn−2,k−1, (20)

and

fn−1,k = b(2) fn−2,k−1 + h(2) fn−2,k . (21)

We notice that the subfunction fn−2,k−1 appears in
both (20) and (21) and then it can be computed only once. The
procedure can be iterated for each subfunction until we reach
a subfunction whose value can be computed in closed form,
that is: fr,r = ∏n

i=n−r+1 b(i) and fr,0 = ∏n
i=n−r+1 h(i), for

some r ≤ k. By applying the memoization strategy typical of
dynamic programming, the number of required computations
is given by the number of nodes in the tree depicted in
Figure 2, where the leaves correspond to the terms computable
in closed form.4 By observing that the number of the nodes of
the tree is k(k+1)/2+k(n−k−k)+k(k+1)/2 = k(n−k+1),
we conclude that the number of operations is reduced from

(n
k

)

to k(n − k + 1), which corresponds to a quadratic complexity
instead of an exponential one.

4The figure refers to the case k < n − k, which is always the case in our
setup since k < �n/2�.

Fig. 2. Efficient implementation of the function in (18) based on dynamic
programming. The figure depicts the tree with the iterations for the case
k < n − k.

IV. DECISION FUSION WITH BYZANTINES GAME

The optimum decision fusion rules derived in Section II
assume that the FC knows the attacking strategy adopted
by the Byzantines, which in the simplified case studied
in this paper corresponds to knowing Pmal . By knowing
Pmal , in fact, the FC can calculate the value of δ used in
equations (8), (13), (15) and (17), and hence implement the
optimum fusion rule. In previous works, as in [5] and [21], it
is often conjectured that Pmal = 1. In some particular settings,
as the ones addressed in [15] and [16], it has been shown that
this choice permits to the Byzantines to maximize the error
probability at the fusion center. Such an argument, however,
does not necessarily hold when the fusion center can localize
the byzantine nodes with good accuracy and when it knows
that the byzantine nodes always flip the local decision. In such
a case, in fact, the FC can revert the action of the Byzantines
by simply inverting the reports received from such nodes, as
it is implicitly done by the optimal fusion rules derived in the
previous section. In such a situation, it is easy to argue that it is
better for the Byzantines to let Pmal = 0.5 since in this way the
mutual information between the system status and the reports
received from the byzantine nodes is equal to zero. In general,
the byzantine nodes must face the following dilemma: is it
better to try to force the FC to make a wrong decision by
letting Pmal = 1 and run the risk that if their location in the
network is detected the FC receives some useful information
from the corrupted reports, or erase the information that
the FC receives from the attacked nodes by reducing to
zero the mutual information between the corrupted reports
and Sm?

Given the above discussion, it is clear that the FC cannot
assume that the Byzantines use Pmal = 1, hence making the
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actual implementation of the optimum decision fusion rule
impossible.

In order to exit this apparent deadlock, we propose to
model the struggle between the Byzantines and the FC as a
two-player, zero-sum, strategic game, whose equilibrium
defines the optimum choices for the FC and the Byzantines.

A. Game Theory in a Nutshell

A 2-player game is defined as a 4-uple G(S1,S2, v1, v2),
where S1 = {z1,1 . . . z1,n1} and S2 = {z2,1 . . . z2,n2}
are the set of actions (usually called strategies) the first
and the second player can choose from, and vl(z1,i , z2, j ),
l = 1, 2, is the payoff of the game for player l, when the
first player chooses the strategy z1,i and the second chooses
z2, j . A pair of strategies (z1,i , z2, j ) is called a profile. When
v1(z1,i , z2, j ) + v2(z1,i , z2, j ) = 0, the game is said to be a
zero-sum game. In the set-up adopted in this paper, S1, S2
and the payoff functions are assumed to be known to the
two players. In addition, we assume that the players choose
their strategies before starting the game without knowing the
strategy chosen by the other player (strategic game).

A common goal in game theory is to determine the existence
of equilibrium points, i.e. profiles that in some way represent
a satisfactory choice for both players [22]. The most famous
equilibrium notion is due to Nash. Intuitively, a profile is a
Nash equilibrium if each player does not have any interest in
changing his choice assuming the other does not change his
strategy. For the particular case of a 2-player game, a profile
(z1,i∗ , z2, j∗) is a Nash equilibrium if:

v1((z1,i∗ , z2, j∗)) ≥ v1((z1,i , z2, j∗)) ∀z1,i ∈ S1

v2((z1,i∗ , z2, j∗)) ≥ v2((z1,i∗ , z2, j )) ∀z2, j ∈ S2, (22)

where for a zero-sum game v2 = −v1.
A stronger equilibrium notion is that of dominant

equilibrium. A strategy is said to be strictly dominant for one
player if it is the best strategy for the player, regardless of the
strategy chosen by the other player. In many cases dominant
strategies do not exist, however when one such strategy exists
for one of the players, he will surely adopt it (at least under
the assumption of rational behavior). The other players, in
turn, will choose their strategies anticipating that the first
player will play the dominant strategy. As a consequence, in a
two-player game, if a dominant strategy exists the players
have only one rational choice called the only rationalizable
equilibrium of the game [23]. Games with the above property
are called dominance solvable games.

The above definition assumes that the players determin-
istically choose one of the strategies in Si (pure strategy).
A more flexible approach consists in letting each player choose
a strategy with a certain probability. In this way, we introduce
a new game in which the strategies available to the players are
probability distributions over Si ’s. The payoff is redefined as
the average payoff under the probability distributions chosen
by the players. A probability distribution over Si ’s is said
a mixed strategy for player i . A central result of game
theory [24] states that if we allow mixed strategies, then
every game with a finite number of players and with a finite

number of pure strategies for each player has at least one
Nash equilibrium.

As anticipated, we model the interplay between the value of
Pmal adopted by the Byzantines and the value used by the FC
in its attempt to implement the optimum fusion rule as game.
For sake of clarity, in the following we indicate the flipping
probability adopted by the Byzantines as P B

mal , while we use
the symbol P FC

mal to indicate the value adopted by the FC in
its implementation of the optimum fusion rule. With the above
ideas in mind, we introduce the Decision Fusion Game.

Definition 1: The DFByz(SB ,SFC , v) game is a two player,
zero-sum, strategic, game played by the FC and the Byzantines
(collectively acting as a single player), defined by the follow-
ing strategies and payoff.

• The sets of strategies the Byzantines and the FC can
choose from are, respectively, the set of possible values
of P B

mal and P FC
mal :

SB = {P B
mal ∈ [0, 1]};

SFC = {P FC
mal ∈ [0, 1]}. (23)

• The payoff function is defined as the error probability at
the FC, indicated as Pe

v = Pe = P(S∗ �= S). (24)

where S is the true system state and S∗ is the decision
made by FC. Of course the Byzantines aim at maximiz-
ing Pe, while the FC aims at minimizing it.

Note that according to the definition of DFByz , the sets
of strategies available to the FC and the Byzantines are
continuous sets. In practice, however, continuous values can
be replaced by a properly quantized version of P B

mal and P FC
mal .

In the next section, we use numerical simulations to derive
the equilibrium point of various versions of the game obtained
by varying the probability distribution of byzantine nodes as
detailed in Section II. As we will see, while some versions of
the game has a unique Nash (or even dominant) equilibrium
point in pure strategies, in other cases, a Nash equilibrium
exists only in mixed strategies.

V. SIMULATION RESULTS AND DISCUSSION

In order to investigate the behavior of the DFByz game for
different setups and analyze the achievable performance when
the FC adopts the optimum decision strategy with parameters
tuned following a game-theoretic approach, we run extensive
numerical simulations. The first goal of the simulations was to
study the existence of an equilibrium point in pure or mixed
strategies, and analyze the expected behavior of the FC and
the Byzantines at the equilibrium. The second goal was to
evaluate the payoff at the equilibrium as a measure of the best
achievable performance of Decision Fusion in the presence
of Byzantines. We then used such a value to compare the
performance of the game-theoretic approach proposed in this
paper with respect to previous works.

A. Analysis of the Equilibrium Point of the DFByz Game

As we said, the first goal of the simulations was to determine
the existence of an equilibrium point for the DFByz game.
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To do so, we quantized the set of available strategies consider-
ing the following set of values: Sq

B = {0.5, 0.6, 0.7, 0.8, 0.9, 1}
and Sq

FC = {0.5, 0.6, 0.7, 0.8, 0.9, 1}. We restricted our analy-
sis to values larger than or equal to 0.5 since it is easily
arguable that such values always lead to better performance
for the Byzantines.5 As to the choice of the quantization step,
we set it to 0.1 to ease the description of the results we have
got and speed up the simulations. Some exploratory test made
with a smaller step gave similar results.

Let v denote the payoff matrix of the game, that is, the
matrix of the error probabilities for each pair of strategies
(P B

mal , P FC
mal ) ∈ Sq

FC ×Sq
B . For each setting, the payoff matrix v

is obtained by running the simulations for all the possible
moves of FC and the Byzantines.

Sometimes (when the game can be solved with pure
strategies), the equilibrium point easily comes out through
inspection of the payoff matrix, especially when a rational-
izable equilibrium exists. In the general case, we can find
equilibrium point by relying on the minimax theorem [22].
Let pB (res. pFC) be a column vector with the probability
distribution over the possible values of P B

mal (res. P FC
mal ). The

mixed strategies Nash equilibrium (p∗
B, p∗

FC) can be found by
solving separately the max-min and min-max problems:

p∗
B = arg maxpB(Sq

B) min
pFC (Sq

FC )
pT

Bv pFC

p∗
FC = arg minpFC (Sq

FC ) max
pB (Sq

B)
pT

BvpFC (25)

which can be reduced to two simple linear programming
problems.

We found that among all the parameters of the game, the
value of m has a major impact on the equilibrium point. The
value of m, in fact, determines the ease with which the FC can
localize the byzantine nodes, and hence plays a major role in
determining the optimum attacking strategy for the Byzantines.
For this reason, we split our analysis in two parts: the former
refers to small values of m, the latter to intermediate values
of m. Unfortunately, the exponential growth of the complexity
of the optimum decision fusion rule as a function of m
prevented us from running simulations with large values of m.

Simulations were carried out by adopting the following
setup. We run 50,000 trials to compute Pe at for each row
of the matrix. In particular, for each P B

mal , we used the same

50,000 states to compute Pe for all P FC
mal strategies. In all the

simulations, we let PS j (0) = PS j (1) = 0.5, n = 20, and
ε = 0.1. We used the linear programming tools from Matlab
Optimization Toolbox [25] to solve (25).

1) Small Values of m: For the first set of simulations,
we used a rather low value of m, namely m = 4. The
other parameters of the game we set as follows: n = 20,
ε = 0.1. With regard to the number of byzantine nodes
present in the network we used α = {0.3, 0.4, 0.45} for the
case of independent node states studied in Section II-B.1, and
nB = {6, 8, 9} for the case of known number of Byzantines
(Section II-C). Such values were chosen so that in both cases

5By using a game-theoretic terminology, this is equivalent to say that the
strategies corresponding to P B

mal < 0.5 are dominated strategies and hence
can be eliminated.

TABLE I

PAYOFF OF THE DFByz GAME (103 × Pe ) WITH INDEPENDENT NODE

STATES WITH α = 0.3, m = 4, n = 20, ε = 0.1. THE EQUILIBRIUM
POINT IS HIGHLIGHTED IN BOLD

TABLE II

PAYOFF OF THE DFByz GAME (102 × Pe ) WITH INDEPENDENT NODE
STATES WITH α = 0.4, m = 4, n = 20, ε = 0.1. THE EQUILIBRIUM

POINT IS HIGHLIGHTED IN BOLD

TABLE III

PAYOFF OF THE DFByz GAME (102 × Pe ) WITH INDEPENDENT NODE

STATES WITH α = 0.45, m = 4, n = 20, ε = 0.1. THE EQUILIBRIUM

POINT IS HIGHLIGHTED IN BOLD

we have the same average number of Byzantines, thus easing
the comparing between the two settings.

Tables I through III report the payoff for all the profiles
resulting from the quantized values of P B

mal and P FC
mal , for

the case of independent node states (constrained maximum
entropy distribution). Due to space limits, the error proba-
bilities are scaled by a convenient power of 10. In all the
cases P B

mal = 1 is a dominant strategy for the Byzantines, and
the profile (1, 1) is the unique rationalizable equilibrium of
the game. As expected, the error probability increases with
the number of Byzantines. The value of the payoff at the
equilibrium ranges from Pe = 0.0349 with α = 0.3 to
Pe = 0.3314 with α = 0.45. For completeness, we report
the value of the error probability in the non-adversarial setup,
which is Pe = 0.34 · 10−5.

Tables IV through VI report the payoffs for the case of fixed
number of Byzantines, respectively equal to 6, 8 and 9.

When nB = 6, P B
mal = 0.5 is a dominant strategy

for the Byzantines, and the profile (0.5, 0.5) is the unique
rationalizable equilibrium of the game corresponding to a
payoff Pe = 3.8·10−4. This marks a significant difference with
respect to the case of independent nodes, where the optimum
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TABLE IV

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH nB = 6, m = 4, n = 20,
ε = 0.1. THE EQUILIBRIUM POINT IS HIGHLIGHTED IN BOLD

TABLE V

PAYOFF OF THE DFByz GAME (103 × Pe ) WITH nB = 8, m = 4, n = 20,
ε = 0.1. NO PURE STRATEGY EQUILIBRIUM EXISTS

TABLE VI

PAYOFF OF THE DFByz GAME (102 × Pe ) WITH nB = 9, m = 4, n = 20,
ε = 0.1. THE EQUILIBRIUM POINT IS HIGHLIGHTED IN BOLD

strategy for the Byzantines was to let P B
mal = 1. The reason

behind the different behavior is that in the case of fixed number
of nodes, the a-priori knowledge available at the FC is larger
than in the case of independent nodes with the same average
number of nodes. This additional information permits to the
FC to localize the byzantine nodes, which now cannot use
P B

mal = 1, since in this case they would still transmit some
useful information to the FC. On the contrary, by letting
P B

mal = 0.5 the information received from the byzantine
nodes is zero, hence making the task of the FC harder. When
nB = 9 (Table VI), the larger number of Byzantines makes the
identification of malicious nodes more difficult and P B

mal = 1
is again a dominant strategy, with the equilibrium of the game
obtained at the profile (1,1) with Pe = 0.0551. A somewhat
intermediate situation is observed when nB = 8 (Table V).
In this case, no equilibrium point exists (let alone a dominant
strategy) if we consider pure strategies only. On the other hand,
when mixed strategies are considered, the game has a unique
Nash equilibrium for the strategies reported in Table VII
(each row in the table gives the probability vector assigned
to the quantized values of Pmal by one of the players at
the equilibrium). Interestingly the optimum strategy of the
Byzantines corresponds to alternate playing P B

mal = 1 and
P B

mal = 0.5, with intermediate probabilities. This confirms

TABLE VII

MIXED STRATEGIES EQUILIBRIUM FOR THE DFByz GAME WITH nB = 8,
m = 4, n = 20, ε = 0.1. P∗

e INDICATES THE ERROR PROBABILITY AT

THE EQUILIBRIUM

TABLE VIII

PAYOFF OF THE DFByz GAME (102 × Pe ) WITH NB < n/2. THE OTHER

PARAMETERS OF THE GAME ARE SET AS FOLLOWS: m = 4, n = 20,
ε = 0.1. THE EQUILIBRIUM POINT IS HIGHLIGHTED IN BOLD

the necessity for the Byzantines to find a good trade-off
between two alternative strategies: set to zero the information
transmitted to the FC or try to push it towards a wrong
decision. We also observe that the error probabilities at the
equilibrium are always lower than those of the game with
independent nodes. This is an expected result, since in the
case of fixed nodes the FC has a better knowledge about the
distribution of byzantine nodes.

The last case we have analyzed corresponds to a situation
in which the FC knows that the number of Byzantines cannot
be larger than a certain value h (see Sec. II-B.2).

We first consider the case in which the FC knows only that
the number of Byzantines is lower than n/2. The payoff for
this instantiation of the DFByz game is given in Table VIII.
In order to compare the results of this case with those obtained
for the case of independent nodes and that of fixed number of
Byzantines, we observe that when all the sequences an with
nB < n/2 have the same probability, the average number of
Byzantines turns out to be 7.86. The most similar settings,
then, are that of independent nodes with α = 0.4 and that
of fixed number of nodes with nB = 8. With respect to the
former, the error probability at the equilibrium is significantly
smaller, thus confirming the case of independent nodes as the
worst scenario for the FC. This is due to the fact that with
α = 0.4 it is rather likely that the fraction of Byzantines is
larger than 0.5 this making any reliable decision impossible.
The error probability obtained with a fixed number of Byzan-
tines equal to 8, however, is much lower. This is a reasonable
result, since in that case the a-priori information available to
the FC permits a better localization of the corrupted reports.

We now move to the case with h < n/2. Table IX reports
the payoffs of the game when NB < n/3. By assuming a
maximum entropy distribution over the admissible configura-
tions an with NB < n/3, the average number of Byzantines
turns out to be 4.64. In this case, the equilibrium point shifts
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TABLE IX

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH NB < n/3. THE OTHER

PARAMETERS OF THE GAME ARE SET AS FOLLOWS: m = 4, n = 20,
ε = 0.1. THE EQUILIBRIUM POINT IS HIGHLIGHTED IN BOLD

TABLE X

PAYOFF OF THE DFByz GAME (103 × Pe ) WITH INDEPENDENT NODE

STATES WITH α = 0.3, m = 10, n = 20, ε = 0.1. THE EQUILIBRIUM
POINT IS HIGHLIGHTED IN BOLD

to (0.5, 0.5). This confirms the behavior discussed in the
previous paragraph: since the average number of Byzantines
is lower the FC is able to localize them with a better accuracy,
then it is better for the Byzantines to minimize the information
delivered to the FC.

2) Intermediate Values of m: In this section we report the
results that we got when the length of the observation vector
increases. We expect that by comparing the reports sent by
the nodes corresponding to different components of the state
vector allows a better identification of the byzantine nodes,
thus modifying the equilibrium of the game. Specifically, we
repeated the simulations carried out in the previous section, by
letting m = 10. Though desirable, repeating the simulations
with even larger values of m is not possible due to the
exponential growth of the complexity of the optimum fusion
rule with m.

Tables X through XII report the payoffs of the game for
the case of independent node states. As it can be seen,
P B

mal = 1.0 is still a dominant strategy for the Byzantines
and the profile (1,1) is the unique rationalizable equilibrium
of the game. Moreover, the value of Pe at the equilibrium is
slightly lower than for m = 4, when α = 0.3 and α = 0.4
(see Tables I and II). Such an advantage disappears when
α = 0.45 (see Table III), since the number of Byzantines
is so large that identifying them is difficult even with m = 10.

The results of the simulations for the case of fixed
number of nodes with nB = {6, 8, 9} are given in
Tables XIII through XV. With respect to the case of m = 4,
the optimum strategy for the Byzantines shifts to P B

mal = 0.5.
When nB = 6, P B

mal = 0.5 is a dominant strategy, while for
nB = 8 and nB = 9, no equilibrium point exists if we consider
only pure strategies. The mixed strategy equilibrium point for
these cases is given in Tables XVIII and XIX. By comparing
those tables with those of the case m = 4, the preference
towards P B

mal = 0.5 is evident.

TABLE XI

PAYOFF OF THE DFByz GAME (102 × Pe ) WITH INDEPENDENT NODE

STATES WITH m = 10, n = 20, α = 0.4, ε = 0.1. THE EQUILIBRIUM
POINT IS HIGHLIGHTED IN BOLD

TABLE XII

PAYOFF OF THE DFByz GAME (102 × Pe ) WITH INDEPENDENT NODE

STATES WITH α = 0.45, m = 10, n = 20, ε = 0.1. THE EQUILIBRIUM
POINT IS HIGHLIGHTED IN BOLD

TABLE XIII

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH nB = 6, m = 10, n = 20,
ε = 0.1. THE EQUILIBRIUM POINT IS HIGHLIGHTED IN BOLD

TABLE XIV

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH nB = 8, m = 10, n = 20,
ε = 0.1. NO PURE STRATEGY EQUILIBRIUM EXISTS

Table XVI, gives the results for the case NB < n/2. As in
the case of fixed number of Byzantines, the equilibrium point
strategy passes from the pure strategy (1,1) to a mixed strategy
(see Table XX). Once again, the reason for such a behavior,
is that when m increases, the amount of information available
to the FC increases, hence making the detection of corrupted
reports easier. As a result, the Byzantines must find a trade-off
between forcing a wrong decision and reducing the mutual
information between the corrupted reports and system states.
Eventually, Table XVII reports the results of the game for
the case with NB < n/3 and m = 10. As one could expect,
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TABLE XV

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH nB = 9, m = 10, n = 20,
ε = 0.1. NO PURE STRATEGY EQUILIBRIUM EXISTS

TABLE XVI

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH NB < n/2. THE OTHER

PARAMETERS OF THE GAME ARE SET AS FOLLOWS: m = 10, n = 20,
ε = 0.1. NO PURE STRATEGY EQUILIBRIUM EXISTS

TABLE XVII

PAYOFF OF THE DFByz GAME (104 × Pe ) WITH NB < n/3 IN THE
FOLLOWING SETUP: m = 10, n = 20, ε = 0.1. THE EQUILIBRIUM

POINT IS HIGHLIGHTED IN BOLD

TABLE XVIII

MIXED STRATEGIES EQUILIBRIUM FOR THE DFByz GAME WITH nB = 8,
m = 10, n = 20, ε = 0.1. P∗

e INDICATES THE ERROR PROBABILITY AT

THE EQUILIBRIUM

the profile (0.5, 0.5) is still the equilibrium point of the game,
as the optimum strategy for the Byzantines continues to be the
one which minimizes the amount of information delivered to
the FC. We conclude observing that even with m = 10, the
case of independent nodes results in the worst performance.

B. Performance at the Equilibrium and Comparison With
Prior Works

As a last analysis we compare the error probability obtained
by game-theoretic optimum decision fusion introduced in this
paper, with those obtained by previous solutions. Specifically,
we compare our scheme against a simple majority-based
decision fusion rule according to which the FC decides that

TABLE XIX

MIXED STRATEGIES EQUILIBRIUM FOR THE DFByz GAME WITH nB = 9,
m = 10, n = 20, ε = 0.1. P∗

e INDICATES THE ERROR PROBABILITY AT

THE EQUILIBRIUM

TABLE XX

MIXED STRATEGIES EQUILIBRIUM FOR THE DFByz GAME WITH NB <n/2
WITH m = 10, n = 20, ε = 0.1. P∗

e INDICATES THE ERROR

PROBABILITY AT THE EQUILIBRIUM

TABLE XXI

ERROR PROBABILITY AT THE EQUILIBRIUM FOR VARIOUS FUSION

SCHEMES. ALL THE RESULTS HAVE BEEN OBTAINED BY LETTING

m = 4, n = 20, ε = 0.1

s j = 1 if and only if
∑

i ri j ≥ n/2 (Maj), against the
hard isolation scheme described in [5] (HardIS), and the soft
isolation scheme proposed in [15] (SoftIS).

In order to carry out a fair comparison and to take into
account the game-theoretic nature of the problem, the perfor-
mance of all the schemes are evaluated at the equilibrium.
For the HardIS and SoftIS schemes this corresponds to
letting P B

mal = 1. In fact, in [15], it is shown that this is a
dominant strategy for these two specific fusion schemes. As a
consequence, P FC

mal is also set to 1, since the FC knows in
advance that the Byzantines will play the dominant strategy.
For the Maj fusion strategy, the FC has no degrees of freedom,
so no game actually exists in this case. With regard to the
Byzantines, it is easy to realize that the best strategy is to
let P B

mal = 1. When the equilibrium corresponds to a mixed
strategy, the error probability is averaged according to the
mixed strategies at the equilibrium. Tables XXI and XXII show
the error probability at the equilibrium for the tested systems
under different setups. As it can be seen, the fusion scheme
resulting for the application of the optimum fusion rule in a
game-theoretic setting, consistently provides better results for
all the analyzed cases. Expectedly, the improvement is more
significant for the setups in which the FC has more information
about the distribution of the Byzantines across the network.
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TABLE XXII

ERROR PROBABILITY AT THE EQUILIBRIUM FOR VARIOUS FUSION
SCHEMES. ALL THE RESULTS HAVE BEEN OBTAINED BY LETTING

m = 10, n = 20, ε = 0.1

VI. CONCLUSIONS

We have studied the problem of decision fusion in multi-
sensor networks in the presence of Byzantines. We first derived
the optimum decision strategy by assuming that the statistical
behavior of the Byzantines is known. Then we relaxed such
an assumption by casting the problem into a game-theoretic
framework in which the FC tries to guess the behavior of the
Byzantines. The Byzantines, in turn, must fix their corruption
strategy without knowing the guess made by the FC. We con-
sidered several versions of the game with different distribu-
tions of the Byzantines across the network. Specifically, we
considered three setups: unconstrained maximum entropy dis-
tribution, constrained maximum entropy distribution and fixed
number of Byzantines. In order to reduce the computational
complexity of the optimum fusion rule for large network sizes,
we proposed an efficient implementation based on dynamic
programming. Simulation results show that increasing the
observation window m leads to better identification of the
Byzantines at the FC. This forces the Byzantines to look for
a trade-off between forcing the FC to make a wrong decision
on one hand, and reducing the mutual information between
the reports and the system state on the other hand. Simulation
results confirm that, in all the analyzed cases, the performance
at the equilibrium are superior to those obtained by previously
proposed techniques.

An interesting direction for future work is to enhance
the Byzantines performance by granting them access to the
observation vectors. In this way, they can focus their attack on
the most uncertain cases thus avoiding to flip the local decision
when it is expected that the attack will have no effect on the
FC decision. Another interesting research direction regards the
extension to a scenario in which the sequence of system states
is a Markov sequence. In this case, the observations at the FC
can be statistically modeled through a Hidden Markov Model.
In this setup, the attacking model should be refined w.r.t.
to the one considered in this paper, by letting the malicious
nodes acting as a channel with memory. Considering a scenario
where the nodes can send more extensive reports rather than
one single bit [26] is another interesting extension.

REFERENCES

[1] A. Vempaty, L. Tong, and P. Varshney, “Distributed inference with
Byzantine data: State-of-the-art review on data falsification attacks,”
IEEE Signal Process. Mag., vol. 30, no. 5, pp. 65–75, Sep. 2013.

[2] M. Abdelhakim, L. E. Lightfoot, J. Ren, and T. Li, “Distributed
detection in mobile access wireless sensor networks under Byzantine
attacks,” IEEE Trans. Parallel Distrib. Syst., vol. 25, no. 4, pp. 950–959,
Apr. 2014.

[3] S. Rajasegarar, C. Leckie, M. Palaniswami, and J. C. Bezdek, “Distrib-
uted anomaly detection in wireless sensor networks,” in Proc. 10th IEEE
Singapore Int. Conf. Commun. Syst. (ICCS), Oct. 2006, pp. 1–5.

[4] W. Wang, H. Li, Y. Sun, and Z. Han, “Securing collaborative spectrum
sensing against untrustworthy secondary users in cognitive radio net-
works,” EURASIP J. Adv. Signal Process., vol. 2010, no. 1, pp. 1–15,
2010.

[5] A. S. Rawat, P. Anand, H. Chen, and P. K. Varshney, “Collaborative
spectrum sensing in the presence of Byzantine attacks in cognitive radio
networks,” IEEE Trans. Signal Process., vol. 59, no. 2, pp. 774–786,
Feb. 2011.

[6] R. Zhang, J. Zhang, Y. Zhang, and C. Zhang, “Secure crowdsourcing-
based cooperative spectrum sensing,” in Proc. IEEE Conf. Comput.
Commun. (INFOCOM), Apr. 2013, pp. 2526–2534.

[7] W. Wang, L. Chen, K. G. Shin, and L. Duan, “Secure cooperative
spectrum sensing and access against intelligent malicious behaviors,”
in Proc. IEEE Conf. Comput. Commun. (INFOCOM), Apr./May 2014,
pp. 1267–1275.

[8] S. Marano, V. Matta, and L. Tong, “Distributed detection in the presence
of Byzantine attacks,” IEEE Trans. Signal Process., vol. 57, no. 1,
pp. 16–29, Jan. 2009.

[9] B. Kailkhura, S. Brahma, and P. K. Varshney, “Optimal Byzantine
attacks on distributed detection in tree-based topologies,” in Proc. IEEE
Int. Conf. Comput., Netw. Commun. (ICNC), Jan. 2013, pp. 227–231.

[10] M. Barni and B. Tondi, “Multiple-observation hypothesis testing under
adversarial conditions,” in Proc. IEEE Int. Workshop Inf. Forensics
Secur. (WIFS), Guangzhou, China, Nov. 2013, pp. 91–96.

[11] Y. Sun and Y. Liu, “Security of online reputation systems: The evolution
of attacks and defenses,” IEEE Signal Process. Mag., vol. 29, no. 2,
pp. 87–97, Mar. 2012.

[12] Z. Chair and P. K. Varshney, “Optimal data fusion in multiple sensor
detection systems,” IEEE Trans. Aerosp. Electron. Syst., vol. AES-22,
no. 1, pp. 98–101, Jan. 1986.

[13] P. K. Varshney, Distributed Detection and Data Fusion. New York, NY,
USA: Springer-Verlag, 1997.

[14] A. Vempaty, K. Agrawal, P. Varshney, and H. Chen, “Adaptive learning
of Byzantines’ behavior in cooperative spectrum sensing,” in Proc. IEEE
Conf. Wireless Commun. Netw. (WCNC), Mar. 2011, pp. 1310–1315.

[15] A. Abrardo, M. Barni, K. Kallas, and B. Tondi, “Decision fusion with
corrupted reports in multi-sensor networks: A game-theoretic approach,”
in Proc. IEEE Conf. Decision Control (CDC), Los Angeles, CA, USA,
Dec. 2014, pp. 505–510.

[16] B. Kailkhura, S. Brahma, Y. S. Han, and P. K. Varshney, “Optimal
distributed detection in the presence of Byzantines,” in Proc. IEEE
Int. Conf. Acoust., Speech, Signal Process. (ICASSP), Vancouver, BC,
Canada, May 2013, pp. 27–31.

[17] R. Chen, J.-M. Park, and K. Bian, “Robust distributed spectrum sens-
ing in cognitive radio networks,” in Proc. 27th IEEE Conf. Comput.
Commun. (INFOCOM), Apr. 2008, pp. 1–5.

[18] T. M. Cover and J. A. Thomas, Elements of Information Theory.
Hoboken, NJ, USA: Wiley, 1991.

[19] S. Marano, V. Matta, and L. Tong, “Distributed detection in the presence
of Byzantine attack in large wireless sensor networks,” in Proc. IEEE
Military Commun. Conf. (MILCOM), Oct. 2006, pp. 1–4.

[20] T. H. Cormen, C. E. Leiserson, R. L. Rivest, and C. Stein, Introduction
to Algorithms. Cambridge, MA, USA: MIT Press, 2009.

[21] A. S. Rawat, P. Anand, H. Chen, and P. K. Varshney, “Countering
Byzantine attacks in cognitive radio networks,” in Proc. IEEE Int. Conf.
Acoust. Speech, Signal Process. (ICASSP), Mar. 2010, pp. 3098–3101.

[22] M. J. Osborne and A. Rubinstein, A Course in Game Theory. Cambridge,
MA, USA: MIT Press, 1994.

[23] Y. C. Chen, N. Van Long, and X. Luo, “Iterated strict dominance in
general games,” Games Econ. Behavior, vol. 61, no. 2, pp. 299–315,
Nov. 2007.

[24] J. F. Nash, Jr., “Equilibrium points in n-person games,” Proc. Nat. Acad.
Sci. USA, vol. 36, no. 1, pp. 48–49, 1950.

[25] Optimization Toolbox. [Online]. Available: http://it.mathworks.com/
help/optim/, accessed Feb. 2016.

[26] B. Kailkhura, S. Brahma, and P. K. Varshney, “On the performance
analysis of data fusion schemes with Byzantines,” in Proc. IEEE
Int. Conf. Acoust., Speech, Signal Process. (ICASSP), May 2014,
pp. 7411–7415.



ABRARDO et al.: GAME-THEORETIC FRAMEWORK FOR OPTIMUM DECISION FUSION 1345

Andrea Abrardo received the degree in electronics
engineering from the University of Florence, Italy,
in 1993, and the Ph.D. degree discussing a the-
sis on Web-based teleradiology systems from the
Department of Electronic Engineering, University
of Florence, in 1998. In 1994, he was with the
Image Processing and Communications Laboratory,
Department of Electronic Engineering, University of
Florence, collaborating with the Tuscany Region for
the development of broadband networks infrastruc-
tures. In 1998, he joined the Department of Infor-

matic Engineering, University of Siena, Italy, as a Researcher. He is currently
an Associate Professor with the Department of Informatic Engineering,
University of Siena. He teaches digital transmission and mobile communi-
cations with the University of Siena. As a result of his research activity,
he has published over 100 works in international journals and conferences.
His research interests are in the field of resource allocation strategies for
wireless networks, with an emphasis on ad-hoc and sensor networks. In 2011,
he was a recipient of the Transactions Prize Paper Award of the IEEE
Geoscience and Remote Sensing Society. During his research activity, he has
been involved in several National and European projects. In particular, he
has been a Coordinator of the National project Radio Resource Management
and Localization of Users for Multimedia Vehicular Applications, within the
CNR-Agenzia2000 program. Moreover, he has been a Local Coordinator of
the National FIRB project Reconfigurable Platforms for Wide Band Radio
Mobile Communications (2002–2005). The research activity in this context
was in particular aimed at the definition and practical implementation of
dynamic radio resource allocation strategies for OFDMA wireless systems.
Hence, he has been the WP Leader in the ST@RT project (2008 and 2011)
following the activity: “Development of a Wireless Sensor Network for the
Monitoring of Historical and Artistic Edifices.” In addition, he has been a
coordinator of the Siena Research Group (subunity of CNIT) of the European
Project SWING (2011–2013), “ShortWave Critical Infrastructure Network
Based on New Generation of High Survival Radio Communications Systems.”
The research activity in this context was in particular aimed at the study of
network and MAC protocols for packet switched HF networks.

Mauro Barni (M’92–SM’06–F’12) received the
Electronics Engineering degree from the University
of Florence, in 1991, and the Ph.D. degree in
informatics and telecommunications in 1995. He has
carried out his research activity for over 20 years,
first with the Department of Electronics and
Telecommunication, University of Florence, and
then with the Department of Information Engineer-
ing and Mathematics, University of Siena, where
he works as an Associate Professor. During the
last decade, he has been studying the application

of image processing techniques to copyright protection and authentication
of multimedia, and the possibility of processing signals that have been
previously encrypted without decrypting them (digital watermarking, mul-
timedia forensics, and signal processing in the encrypted domain). Lately,
he has been working on theoretical and practical aspects of adversarial
signal processing. He participated to several national and European research
projects on diverse topics, including computer vision, multimedia signal
processing, remote sensing, digital watermarking, and IPR protection. He
has authored or coauthored about 300 papers published in international
journals and conference proceedings, and holds four patents in the field
of digital watermarking and image authentication. He has coauthored the
book Watermarking Systems Engineering: Enabling Digital Assets Security
and Other Applications (Dekker Inc., 2004). He was the Funding Editor of
the EURASIP Journal on Information Security. He is the current Editor-
in-Chief of the IEEE TRANSACTIONS ON INFORMATION FORENSICS AND
SECURITY. He was the Chairman of the IEEE Information Forensic and
Security Technical Committee from 2010 to 2011 and the Technical Program
Co-Chair of ICASSP 2014. He was appointed as a DL of the IEEE SPS from
2013 to 2014. He is a member of EURASIP. He was the recipient of the 2016
Individual Technical Achievement of EURASIP.

Kassem Kallas (S’14) received the M.Sc. degree
in computer and communication engineering from
Lebanese International University, in 2012, with a
thesis in the field of radio channel coding deal-
ing with LDPC code, and the master II degree in
wireless systems and related technologies from the
Politecnico di Torino, Turin, Italy, with a research
project on Markov Design for Energy Efficient TCP
Protocol in 2013. He is currently pursuing the
Ph.D. degree with the Department of Information
Engineering and Mathematics, University of Siena,

under the supervision of Prof. M. Barni. His research interest focuses on
security of cooperative spectrum sensing in cognitive radio networks. He is a
student member of IEEE Young Professionals and Signal Processing Society
and a member of the Visual Information Privacy and Protection Group led
by Prof. M. Barni, and a EURASIP Member. He serves as a Reviewer of the
IEEE Wireless Communication and Networking Conference.

Benedetta Tondi (S’13) received the master (cum
laude) degree in electronics and communications
engineering from the University of Siena, Siena,
Italy, in 2012, with a thesis on the adversary-aware
source identification in the area of multimedia foren-
sics. She is currently pursuing the Ph.D. degree
with the Department of Information Engineering and
Mathematics, University of Siena. She is a member
of the Visual Information Processing and Protec-
tion Group with the Department of Information
Engineering and Mathematics, University of Siena.

She is Assistant for the course Information Theory and Coding led by
M. Barni. She is a member of the National Inter-University Consortium
for Telecommunications. She is a Student Member of the IEEE Young
Professionals and the IEEE Signal Processing Society. Her research interest
focuses on the application of information theory and game theory concepts to
forensics and counter-forensics analysis and more in general on the adversarial
signal processing. From October 2014 to February 2015, she was a Visiting
Student with the Signal Processing in Communications Group, University of
Vigo. She was a Designated Reviewer on the Technical Program Committee
of the IEEE GlobalSIP14-Workshop on Information Forensics and Security
(WIFS) 2014, the IEEE International Conference on Multimedia and Expo
2015 and 2016, and the IEEE International Conference on Image Processing
2015 and 2016. She is a winner of the Best Student Paper Award at the IEEE
WIFS 2014, and the Best Paper Award at the IEEE WIFS 2015.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


