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Outline

• A not-so-recent history
• Another effect of the curse of dimensionality
• What’s so special with DL?
• Do we need to panic?
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The big-bang: everything started with [1]

[1] C. Szegedy, W.  Zaremba, I. Sutskever, J. Bruna, D. Erhan, I. 
Goodfellow, R. Fergus (2013). Intriguing properties of neural
networks. arXiv preprint arXiv:1312.6199.

Concern turned into panic when transferability of 
adversarial examples was proven [2]

[2] N. Papernot, P. McDaniel, I. Goodfellow. "Transferability 
in machine learning: from phenomena to black-box attacks 
using adversarial samples." arXiv preprint arXiv:1605.07277 
(2016).
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Since then …

Classified 
as a toaster

Magnified noise

Classified 
as a 
Gibbon



University of Siena

ICFIP, 26 October 2022 M. Barni, University of Siena, VIPP group

Striking examples: one pixel attack
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Not only digital
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Not only digital
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A not-so-recent history 
[1] M. Barreno, B. Nelson, A. D. Joseph, J. D. Tygar, “The security of 
machine learning”, Mach Learn 81, pp. 121–148, 2010.
[2] N. Dalvi, P. Domingos, P.Mausam, S. Sanghai, D. Verma, ”Adversarial 
classification”. Proc. ACM SIGKDD, 2004.
[3] D. Lowd and C. Meek, “Adversarial learning” in Proc. of the ACM 
SIGKDD Conf. 641-647, 2005.
[4] B. Biggio, et al. "Evasion attacks against machine learning at test 
time." Joint European conf. machine learning and knowledge discovery 
in databases. Springer, Berlin, Heidelberg, 2013.
[5] B. Biggio, F. Roli, (2018). Wild patterns: Ten years after the rise of 
adversarial machine learning. Pattern Recognition, (84).

and previous similar results in watermarking, 
biometrics, adversarial multimedia forensics …
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A not-so-recent history 

• Yet the alarm raised only with the rise of deep 
learning

• Why? What’s special with deep learning?

o Popularity and importance of Deep Learning
o Not only 
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Setting

Focus on
• Classification networks
• White box (perfect knowledge) attacks
• Non-targeted attacks

– Extension to targeted attacks possible (non-trivial)
– No distinction in the binary case

• Goal: Answer the question:
Is there a special relationship between DL and the 
existence of adversarial examples?
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The linear explanation*

* I. Goodfellow, J. Shlens, C. Szegedy "Explaining and harnessing adversarial examples" arXiv preprint
arXiv:1412.6572 (2014).

<latexit sha1_base64="STv9sJ90As7NTuUj0z85VW2N8HM=">AAACEXicbVDLSgNBEJz1bXxFPXoZDMIGJOyKYi6C4MVjhEQD2SXMTnqTwdkHM72SsOQXvPgrXjwo4tWbN//G2SQHXwUNNVXdTHcFqRQaHefTmptfWFxaXlktra1vbG6Vt3eudZIpDi2eyES1A6ZBihhaKFBCO1XAokDCTXB7Ufg3d6C0SOImjlLwI9aPRSg4QyN1y3ZoD6v0jHoIQ8ybCvRg7AWib1MvHQjjHTaLZ7XULVecmjMB/UvcGamQGRrd8ofXS3gWQYxcMq07rpOinzOFgksYl7xMQ8r4LetDx9CYRaD9fHLRmB4YpUfDRJmKkU7U7xM5i7QeRYHpjBgO9G+vEP/zOhmGdT8XcZohxHz6UZhJigkt4qE9oYCjHBnCuBJmV8oHTDGOJsQiBPf3yX/J9VHNPak5V8eV8/osjhWyR/aJTVxySs7JJWmQFuHknjySZ/JiPVhP1qv1Nm2ds2Yzu+QHrPcvegebfQ==</latexit>

f(x) = Tresh
�
�(x), T

�

<latexit sha1_base64="vcnT8J5XKy4k8YbjM2pNSWTuyI4=">AAACGHicbZDLSgMxFIYz9VbrbdSlm2ARKkrNiGI3QsGNywr2Ap1hyKRpG5q5kGS07dDHcOOruHGhiNvufBvTdhBt/SHw851zODm/F3EmFUJfRmZpeWV1Lbue29jc2t4xd/dqMowFoVUS8lA0PCwpZwGtKqY4bUSCYt/jtO71bib1+gMVkoXBvRpE1PFxJ2BtRrDSyDXP7KjLCn0XwRM4PIbX0JaxDx9dBvtugk7ZSPMfNHSZa+ZREU0FF42VmjxIVXHNsd0KSezTQBGOpWxaKFJOgoVihNNRzo4ljTDp4Q5tahtgn0onmR42gkeatGA7FPoFCk7p74kE+1IOfE93+lh15XxtAv+rNWPVLjkJC6JY0YDMFrVjDlUIJynBFhOUKD7QBhPB9F8h6WKBidJZ5nQI1vzJi6Z2XrQui+juIl8upXFkwQE4BAVggStQBregAqqAgCfwAt7Au/FsvBofxuesNWOkM/vgj4zxN1LFnXM=</latexit>

�(x0 + z) =
X

wix0,i +
X

wizi

Assume an mse-bounded perturbation

<latexit sha1_base64="fdD3sskiigu/+TIqWUVq7D6s8X4=">AAACCnicbVC7TsMwFHV4lvIKMLKYVkhMVVIJ0bESC2OR6ENq0spxndaq7US2g1SizCysfAYLAxWw8gVsfAT/gPsYoOVIVzo6517de08QM6q043xZK6tr6xubua389s7u3r59cNhQUSIxqeOIRbIVIEUYFaSuqWakFUuCeMBIMxheTvzmLZGKRuJGj2Lic9QXNKQYaSN17RMvlAinnko4vOvSTjlLRQY9RqDXR5yjTrlrF52SMwVcJu6cFKvOo1sYv33Xuvan14twwonQmCGl2q4Taz9FUlPMSJb3EkVihIeoT9qGCsSJ8tPpKxk8NUoPhpE0JTScqr8nUsSVGvHAdHKkB2rRm4j/ee1EhxU/pSJONBF4tihMGNQRnOQCe1QSrNnIEIQlNbdCPEAmG23Sy5sQ3MWXl0mjXHLPS861SaMCZsiBY1AAZ8AFF6AKrkAN1AEG9+AJvICx9WA9W6/W+6x1xZrPHIE/sD5+AMCCnfY=</latexit>P
z2i
n

 �2

<latexit sha1_base64="iI5mk9KqEpIhLPDcOTbt5ln26Eg=">AAACB3icbVDLSsNAFJ3UV62vVJeCDBahbmoiiN1UCm5cVrAPaWKYTKft0MkkzEy0JXTnpr/ixoUibv0FF4Irf8XpY6HVAxcO59zLvff4EaNSWdankVpYXFpeSa9m1tY3NrfM7HZNhrHApIpDFoqGjyRhlJOqooqRRiQICnxG6n7vfOzXb4mQNORXahARN0AdTtsUI6Ulz9xzoi7N9w9hCToyDryEluzhDYd3HoV9j3pmzipYE8C/xJ6RXPns4+h69JWteOa70wpxHBCuMENSNm0rUm6ChKKYkWHGiSWJEO6hDmlqylFApJtM/hjCA620YDsUuriCE/XnRIICKQeBrzsDpLpy3huL/3nNWLWLbkJ5FCvC8XRRO2ZQhXAcCmxRQbBiA00QFlTfCnEXCYSVji6jQ7DnX/5LascF+6RgXeo0imCKNNgF+yAPbHAKyuACVEAVYHAPHsATeDZGxqPxYrxOW1PGbGYH/ILx9g2DYZtv</latexit>

�(x) =
nX

i=1

wixi
<latexit sha1_base64="NVBguPHBpxbOxgAsNfmn1Xs2a58=">AAAB/3icbVDLSsNAFJ3UV1tfUUEEN4NFqAtLIojdCEVduKzQFzQhTKbTduhkEmYmYo0F/RU3LhQRd/6GO8GPcfpYaOuBC4dz7uXee/yIUaks68tIzc0vLC6lM9nlldW1dXNjsybDWGBSxSELRcNHkjDKSVVRxUgjEgQFPiN1v3c+9OvXREga8orqR8QNUIfTNsVIackzt52oS/M3nnUAT2EFHkLngjCFPDNnFawR4CyxJyRX2rn9zty/n5U989NphTgOCFeYISmbthUpN0FCUczIIOvEkkQI91CHNDXlKCDSTUb3D+C+VlqwHQpdXMGR+nsiQYGU/cDXnQFSXTntDcX/vGas2kU3oTyKFeF4vKgdM6hCOAwDtqggWLG+JggLqm+FuIsEwkpHltUh2NMvz5LaUcE+LlhXOo0iGCMNdsEeyAMbnIASuARlUAUY3IFH8AxejAfjyXg13satKWMyswX+wPj4AQVwlyE=</latexit>

�(x0) = T ��

Similar results hold for the infinity norm (with some noticeable differences)
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The linear explanation
Random perturbation

For the attack to succeed with non-negligible probability we must have

<latexit sha1_base64="97ZcSyhVXL8WRRYmWY/lSfu181c=">AAACDHicbVDLSgMxFM3UV1tfVTeCm2ARKkiZEcRuhKIbV1LBPqBTyp00bUOTmSHJCO1QcOvGXxHEhSJu/QB3gh9j+lho64HA4Zxzyb3HCzlT2ra/rMTC4tLySjKVXl1b39jMbG1XVBBJQssk4IGseaAoZz4ta6Y5rYWSgvA4rXq9i5FfvaVSscC/0f2QNgR0fNZmBLSRmpnsoMnwGXY7IARgl7QCjV0BukuAx1fDnH3kHJqUnbfHwPPEmZJscXfwnbp7Oi81M59uKyCRoL4mHJSqO3aoGzFIzQinw7QbKRoC6UGH1g31QVDViMfHDPGBUVq4HUjzfI3H6u+JGIRSfeGZ5GhPNeuNxP+8eqTbhUbM/DDS1CeTj9oRxzrAo2Zwi0lKNO8bAkQysysmXZBAtOkvbUpwZk+eJ5XjvHOSt69NGwU0QRLtoX2UQw46RUV0iUqojAi6R4/oBb1aD9az9Wa9T6IJazqzg/7A+vgBb8Gc6A==</latexit>

zi = � · N (0, 1)

<latexit sha1_base64="n4A/q/sa5rfM0HYjwo/I/2Rv/lc=">AAACCXicbVC7SgNBFJ2Nrxg1Ri1tBoNgFXYFNZUEtLCMYB6QDeHuZDYZMrO7zMwqcZPWxtpfsLKxUMTWP7DzN/wCJ49CEw9cOJxzL/fe40WcKW3bX1ZqYXFpeSW9mllb38hu5ra2qyqMJaEVEvJQ1j1QlLOAVjTTnNYjSUF4nNa83tnIr11TqVgYXOl+RJsCOgHzGQFtpFYOux0QAvApdn0JJOlh95xyDcPEHeAbdzBs5fJ2wR4DzxNnSvKl4wf79jv7WG7lPt12SGJBA004KNVw7Eg3E5CaEU6HGTdWNALSgw5tGBqAoKqZjD8Z4n2jtLEfSlOBxmP190QCQqm+8EynAN1Vs95I/M9rxNovNhMWRLGmAZks8mOOdYhHseA2k5Ro3jcEiGTmVky6YBLRJryMCcGZfXmeVA8LzlHBvjRpFNEEabSL9tABctAJKqELVEYVRNAdekIv6NW6t56tN+t90pqypjM76A+sjx9RYJ0Z</latexit>

� >
k�

kwk

var[�(x0 + z)] = var[
X

i

wizi] = �2kwk2
<latexit sha1_base64="Zkmkz3m8D9rLQf7b6QgKoZGRZJ4="></latexit>

E[�(x0 + z)] = E[
X

i

wix0,i] + E[
X

i

wizi] = �(x0)
<latexit sha1_base64="GQWpg/LliAPVXSHaqqzy9jj+eX8="></latexit>
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The linear explanation
Adversarial perturbation

For the attack to succeed we must have

<latexit sha1_base64="4dEjGUO5TKeQhZ3lWc92EL+aCVI=">AAACB3icbVC7SgNBFJ31bXxFUwoyGAJWYVcQbQTBxjKC0UB2CbOzk2TIzOw6c1eJSzobf8XGQhFbGz/ATj/AL/ADnDwKTTxw4XDOvdx7T5gIbsB1P5yp6ZnZufmFxdzS8srqWn5949zEqaasSmMR61pIDBNcsSpwEKyWaEZkKNhF2Dnu+xdXTBseqzPoJiyQpKV4k1MCVmrkt27wIfZbREqCfXOpIVM9jH0axYBZ47qRL7pldwA8SbwRKR4VSrffb1+flUb+3Y9imkqmgApiTN1zEwgyooFTwXo5PzUsIbRDWqxuqSKSmSAb/NHDJatEuBlrWwrwQP09kRFpTFeGtlMSaJtxry/+59VTaB4EGVdJCkzR4aJmKjDEuB8KjrhmFETXEkI1t7di2iaaULDR5WwI3vjLk+R8t+ztld1Tm8YBGmIBbaJttIM8tI+O0AmqoCqi6Bbdo0f05Nw5D86z8zJsnXJGMwX0B87rD4lunOY=</latexit>

z = �
p
n · ew

<latexit sha1_base64="XIhPBRvPl/82vQ7qS4vX450aanI=">AAACEHicbVA9SwNBEN3z2/gVtbRZFNEq3Al+VCJoYalgjJALYW6zFxd3987dOSWc9xNs/BsWIjYWitha2vlv3CQWfj0YeLw3w8y8KJXCou9/eAODQ8Mjo2PjpYnJqemZ8uzcsU0yw3iVJTIxJxFYLoXmVRQo+UlqOKhI8lp0ttv1axfcWJHoI+ykvKGgrUUsGKCTmuWVsA1KAd2mYWyA5eEelwhFHtpzg7kuaHh16apolpf8it8D/UuCL7K0s3F3X69t3x40y+9hK2GZ4hqZBGvrgZ9iIweDgklelMLM8hTYGbR53VENittG3nuooMtOadE4Ma400p76fSIHZW1HRa5TAZ7a315X/M+rZxhvNXKh0wy5Zv1FcSYpJrSbDm0JwxnKjiPAjHC3UnYKLhh0GZZcCMHvl/+S47VKsF7xD10aW6SPMbJAFskqCcgm2SH75IBUCSPX5IE8kWfvxnv0XrzXfuuA9zUzT37Ae/sElniglg==</latexit>

� >
�p
nkwk

�(x0 + z) = �(x0) + �
p
n
X

i

wiew,i = �(x0) + �
p
nkwk

<latexit sha1_base64="SL/jrgFsXHpgh8uiPT2uOfH2Cs8="></latexit>
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A geometric interpretation

<latexit sha1_base64="HX5JoD3ys7FRYh9D8rd2x5HiwVo=">AAAB6HicbZC7SgNBFIbPxluMt6ilIItBsAq7gpjOgI1lIuYCyRJmJ2eTMbOzy8ysEJaUVjYWitj6FKl8CDufwZdwcik0+sPAx/+fw5xz/JgzpR3n08osLa+srmXXcxubW9s7+d29uooSSbFGIx7Jpk8Uciawppnm2IwlktDn2PAHl5O8cYdSsUjc6GGMXkh6ggWMEm2s6nUnX3CKzlT2X3DnULh4H1e/7g/HlU7+o92NaBKi0JQTpVquE2svJVIzynGUaycKY0IHpIctg4KEqLx0OujIPjZO1w4iaZ7Q9tT92ZGSUKlh6JvKkOi+Wswm5n9ZK9FByUuZiBONgs4+ChJu68iebG13mUSq+dAAoZKZWW3aJ5JQbW6TM0dwF1f+C/XTontWdKpOoVyCmbJwAEdwAi6cQxmuoAI1oIDwAE/wbN1aj9aL9TorzVjznn34JevtG3I5kRg=</latexit>

R <latexit sha1_base64="Kuqcr63RknQSCK17TpkLI/zi1uM=">AAAB8XicbVDLSsNAFL3xWeur6lKQYBFclUQQu7PgxmUL9oFtKJPptB06mYSZm0IJXfoHblwo4tYf6MqPcOc3+BNO2i609cCFwzn37UeCa3ScL2tldW19YzOzld3e2d3bzx0c1nQYK8qqNBShavhEM8ElqyJHwRqRYiTwBav7g5vUrw+Z0jyUdziKmBeQnuRdTgka6b41JAr7DEm2ncs7BWcKe5m4c5K//phUvh9OJuV27rPVCWkcMIlUEK2brhOhl5h+nAo2zrZizSJCB6THmoZKEjDtJdONx/aZUTp2N1QmJNpT9XdFQgKtR4FvMgOCfb3opeJ/XjPGbtFLuIxiZJLOBnVjYWNop+fbHa4YRTEyhFDFza427RNFKJonpU9wF09eJrWLgntZcCpOvlSEGTJwDKdwDi5cQQluoQxVoCDhEZ7hxdLWk/Vqvc1SV6x5zRH8gfX+AwvVlOU=</latexit>

#
<latexit sha1_base64="KpnAPJ3BhkRJkbHG8rlqfzEx4WM=">AAAB+HicbVDLSgMxFL1TX7U+OurSTbAIbiwzgthlwY3gpoJ9QGcomTTThmYyQ5Ip1KFf4saFIm77KdKNH+Le9LHQ1gMXDufcm9x7goQzpR3ny8ptbG5t7+R3C3v7B4dF++i4oeJUElonMY9lK8CKciZoXTPNaSuRFEcBp81gcDvzm0MqFYvFox4l1I9wT7CQEayN1LGLXsLQJfKGWOo+1bhjl5yyMwdaJ+6SlKrwPZlOc/e1jv3pdWOSRlRowrFSbddJtJ+Z5xjhdFzwUkUTTAa4R9uGChxR5Wfzxcfo3ChdFMbSlNBorv6eyHCk1CgKTGeEdV+tejPxP6+d6rDiZ0wkqaaCLD4KU450jGYpoC6TlGg+MgQTycyuiPSxxESbrAomBHf15HXSuCq712XnwaRRgQXycApncAEu3EAV7qAGdSCQwjO8wpv1ZL1Y79bHojVnLWdO4A+syQ8geZZw</latexit>

⇡ � #

<latexit sha1_base64="bNy4oKBCrfrPUnboOmgurNgfrX0=">AAAB+HicbVDLSgMxFM3UV62PjroR3ASL4KrMiI8uK25cVrAPaMchk2ba0ExmSO4U6tCVn+HGhSJu/RPd+TemrQttPXDhcM69yb0nSATX4DhfVm5peWV1Lb9e2Njc2i7aO7sNHaeKsjqNRaxaAdFMcMnqwEGwVqIYiQLBmsHgauI3h0xpHstbGCXMi0hP8pBTAkby7eLlnfSzzpAo6DMgY98uOWVnCrxI3B9Squ6fwwc9faj59menG9M0YhKoIFq3XScBLzPvcSrYuNBJNUsIHZAeaxsqScS0l00XH+Mjo3RxGCtTEvBU/T2RkUjrURSYzohAX897E/E/r51CWPEyLpMUmKSzj8JUYIjxJAXc5YpRECNDCFXc7IppnyhCwWRVMCG48ycvksZJ2T0rOzcmjQqaIY8O0CE6Ri66QFV0jWqojihK0SN6Ri/WvfVkvVpvs9ac9TOzh/7Aev8GCX6WQw==</latexit>

An
#

<latexit sha1_base64="Zx+Al8Yko1XfM/LhEyUuuT2uk5E=">AAAB/nicbVDLSgMxFL3jq7W+RsVVN8EiuLHMCGI3QsWN4KaCfUAfQybNtKGZzJBkCmUo+CtuXCji1k9w7c6/MX0stPXAhcM59yb3Hj/mTGnH+bZWVtfWNzLZzdzW9s7unr1/UFNRIgmtkohHsuFjRTkTtKqZ5rQRS4pDn9O6P7iZ+PUhlYpF4kGPYtoOcU+wgBGsjeTZR9cd4aWtmKEz1BpiqftU47FnF5yiMwVaJu6cFMoof5X5vOtUPPur1Y1IElKhCcdKNV0n1u3UvMcIp+NcK1E0xmSAe7RpqMAhVe10uv4YnRili4JImhIaTdXfEykOlRqFvukMse6rRW8i/uc1Ex2U2ikTcaKpILOPgoQjHaFJFqjLJCWajwzBRDKzKyJ9LDHRJrGcCcFdPHmZ1M6L7kXRuTdplGCGLOThGE7BhUsowy1UoAoEUniCF3i1Hq1n6816n7WuWPOZQ/gD6+MHhH2XZA==</latexit>

An
⇡�#

<latexit sha1_base64="d5Pexzl7tdDxS8gPfmcpMcR0Stg="></latexit>

lim
n!1

An
#

An
⇡�#

= 0

• In very high 
dimensional spaces. 
the number of 
directions resulting in a 
successful attack is 
very small

• This explains why 
adversarial examples 
do not show up in non-
adversarial settings

�
p
n

<latexit sha1_base64="06cBUY1l22iDXc+oa/Z/q5jf1YI=">AAAB+HicbVBNSwMxEM3Wr1o/uurRS7AInspuFfRY9OKxgv2AdinZNNuGJtk1mRXq0l/ixYMiXv0p3vw3pu0etPXBwOO9GWbmhYngBjzv2ymsrW9sbhW3Szu7e/tl9+CwZeJUU9aksYh1JySGCa5YEzgI1kk0IzIUrB2Ob2Z++5Fpw2N1D5OEBZIMFY84JWClvlvuDYmUBPfMg4ZMTftuxat6c+BV4uekgnI0+u5XbxDTVDIFVBBjur6XQJARDZwKNi31UsMSQsdkyLqWKiKZCbL54VN8apUBjmJtSwGeq78nMiKNmcjQdkoCI7PszcT/vG4K0VWQcZWkwBRdLIpSgSHGsxTwgGtGQUwsIVRzeyumI6IJBZtVyYbgL7+8Slq1qn9erd1dVOrXeRxFdIxO0Bny0SWqo1vUQE1EUYqe0St6c56cF+fd+Vi0Fpx85gj9gfP5AwAGk1A=</latexit>
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• Same arguments hold if the decision function is
smooth enough

• Local linearity assumption

Does it have to be linear?

<latexit sha1_base64="Udq/exPBbMZtfSxpmgwFNOl2InE="></latexit>

�(x0 + z) = �(x0) + hr�(x0), zi

• The attacker needs only to align the attack to the gradient
<latexit sha1_base64="VGbu3Qhtz+pW3JbYXLvy2qnHtMg=">AAACC3icbVA9SwNBEN3z28SPU8s0i0GwCneCmEYQbSwVzAfkQtjb20uW7O6du3NCPNJb6F+xsVDE1j9g59+wtnCTWGj0wcDjvRlm5oWp4AY8792ZmZ2bX1hcWi4UV1bX1t2NzbpJMk1ZjSYi0c2QGCa4YjXgIFgz1YzIULBG2D8Z+Y0rpg1P1AUMUtaWpKt4zCkBK3Xc7Wt8iIMukZLgwFxqyNUQBzRKALNOHqQ9Puy4Za/ijYH/Ev+blI9KH8eLxdvPs477FkQJzSRTQAUxpuV7KbRzooFTwYaFIDMsJbRPuqxlqSKSmXY+/mWId6wS4TjRthTgsfpzIifSmIEMback0DPT3kj8z2tlEFfbOVdpBkzRyaI4ExgSPAoGR1wzCmJgCaGa21sx7RFNKNj4CjYEf/rlv6S+V/H3K965TaOKJlhCJbSNdpGPDtAROkVnqIYoukH36BE9OXfOg/PsvExaZ5zvmS30C87rF5bfnb8=</latexit>
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The attackability of any network can be explained by 
the concentration property of measure (or probability)
Roughly speaking it says that

«For any measurable set in Rn, most of the volume is 
(arbitrarily) close to the boundary of the set»

It doesn’t even need to be nearly linear

We’ll see this for hyperspheres
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Volume of a hypersphere of radius r :

It doesn’t even need to be nearly linear

Vn(r) =
⇡n/2

�(n/2 + 1)
rn
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It doesn’t even need to be nearly linear

Vn(r + ")

Vn(r)
=

Vn(r) + Sn(r)"

Vn(r)

= 1 +
n"
r Vn(r)

Vn(r)

= 1 +
n"

r
= 1 when n ! 1
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Most of the points are within e of the boundary
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It doesn’t even need to be nearly linear

For an mse-bounded perturbation we have:

Not only most points are within e of the boundary, e also
increases with n

By the isoperimetric
inequality the above
argument can be 
extended to any smooth
enough set

Most of the 
volume is
within e of the 
boundary

k"k2

n
 �2 =) k"k 

p
n �
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Within a hypercube
• Mof the points within a hypersphere can be moved outside with 

minimal effort, the inverse is not true due to the unboundedness 
of Rn

• Images live in a bounded space -> the [0,1]n hypercube
• For any 2-set partition of the hypercube (big n) with a non-

negligible volume assigned to both sets, it is always possible to 
move a point from one set to the other with minimal effort 
(bounded mse)  [1]

• A binary classifier is nothing but a way to partition the hypercube
• Do adversarial examples exist for ALL CLASSIFIERS (including 

the human brain)?

[1] A. Shafahi, W. R. Huang, C. Studer, S. Feizi, T. Goldstein, «Are adversarial examples inevitable?», In 
International Conference on Learning Representations (2018). 
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Are adversarial examples unavoidable?
• Some major issues still to be investigated

• The theory does not generalize well to infinity norm
• What about multiple classifiers and targeted attacks?
• Most of the images are meaningless

Good images could live in a 
manifold deep inside the 
classification regions

It is a fact, that all defenses proposed so far 
have been defeated with a limited effort …
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Then, what’s special with DL?
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An
#

• Existence of adversarial examples does not mean they
are easy to find

• For smooth decision functions
you need to align the attack to 
the direction of the gradient

• Backpropagation provides an 
efficient way to compute the 
gradient … then

• DL architectures are extremely
susceptible to gradient-based
attacks
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Should we panic?
• Turning adversarial examples into real-life threats 

is not an easy task
• Three major difficulties
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Robustness against postprocessing

• Attacks themselves should resist to post-
processing, like integer quantization or 
JPEG compression

• Attacked images are sometimes classified 
correctly after (moderate) JPEG 
compression*

X

Y

* N. Das, et al. "Shield: Fast, practical 
defense and vaccination for deep learning 
using JPEG compression" Proc. 24th 
ACM SIGKDD International Conference 
on Knowledge Discovery & Data Mining, 
pp. 196-204. ACM, 2018.
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• Carrying out the attack in the real world (analog domain) 
is even more challenging(still possible)

Attacks in real world

• Visible distortion
• Unattended systems
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Attack against a spoofing 
detector
Preemptive attack 
compensating for rebroadcast 
artefacts

Sometimes is even more diffcult

* Zhang, B., Tondi, B., & Barni, M. (2020). Adversarial examples for replay attacks against CNN-based face 
recognition with anti-spoofing capability. Computer Vision and Image Understanding, 197, 102988.

End-to-end attack necessary
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Attacks with limited knowledge (LK)
• The most common approach consists in attacking a 

surrogate detector (attack transferability)

• … and cross your fingers
• No guarantee that the attack works

�̂ = �̂(L̂, Ŵ ; D̂)
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How to impove transferability
• Input diversity [1]
• Increased confidence [2]

• Distortion increases and transferability is not always easy 
to achieve

• Mismatch between the target system and the surrogate 
detector may be significant

[1] Xie C., Zhang Z., Zhou Y., Bai S., Wang J., Ren Z., Yuille A.L.: Improving transferability of 
adversarial examples with input diversity. CVPR, 2019.
[2] Li, W., Tondi, B., Ni, R., & Barni, M. "Increased-Confidence Adversarial Examples for Deep 
Learning Counter-Forensics." Int. Conference on Pattern Recognition. Springer, Cham, 2021.
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In summary

• The ubiquitous existence of adversarial examples 
raises interesting questions on DNN (and not only) 
security

• Devising defenses under strong threat models (like 
in a white box setting) is extremely difficult

• The situation may not be as bad as one could think
• Attackers have their own problems to turn 

adversarial examples into real world threats
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Thank you
for your attention


