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Start PyCharm. The executable is located in: C:/pycharm/bin/pycharm64.exe

If it asks for your UNISI credentials, then log in. Do not tick the Remember me box.

I M = | Manage bin - O X
Home Share View Application Tools ‘
« v > ThisPC > Local Disk (C:) » PyCharm > bin vd Search bin P

Name Date modified Type Size
& Quick access = cievdlur &) 1/ EULD 1UIDD FIVI AppILduUn 1UJ ND
] Desktop * [%] format 2/12/2025 10:35 PM Windows Batch File 1KB
& Downloads E] fsnotifier Application 137KB
. . || fsnotifier-wsl File 24 KB
= Documents . . C i (
|| idea.properties PROPERTIES File 11KB
] Pictures ” (%] inspect Windows Batch File 1KB
J Music & jetbrains_client64 Application 1,456 KB
B videos | ] jetbrains_client64.exe.vmoptions VMOPTIONS File 1KB
[ launcher Application 135KB
[ This PC , i _
) [E] Itedit Windows Batch File 1KB
B 3D Objects J msvcp140.dIl Application exten... 566 KB
I Desktop =] pycharm Windows Batch File 9KB
%] Documents pycharm lcon 307KB
- . . ,
¥ Downloads || pycharm SVG Document 3KB
D Music pycharm64 Application 1,457 KB
=1 Pictures || pycharmé4.exe.vmoptions 2/12/2025 10:35 PM VMOPTIONS File 1KB
X [ restarter 2/12/2025 10:35 PM Application 380 KB
B videos - o o
i : (%] runnerw 2/12/2025 10:35 PM Application 152 KB
4 Local Disk (C:) J ttyfix File 30 KB
s USBDRIVE (E) B Uninstall Application 180 KB
— USBDRIVE (E) [#=] WinProcessListHelper Application 251 KB
/%] WinShelllntegrationBridge.dll Application exten... 212KB
¥ Network [ wslhash File 102 KB
J wslproxy /12 510:35 PM File 38 KB
26items  1item selected 142 MB 5
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1. Create a new project with the| New Project |button.

) ] Welcome to PyCharm

PyCharm Q  Search projects New Notebook New Script New Project

2024.3.2

Projects CryptographicFallures

[PycharmProjects/CryptographicFailures
v Remote Development Seta

m Al_Attribution

~/PycharmProjects/Al_Attrnbution

=) SSH

» JetBrains Space () CyberSeclLabXss

~ ‘ ~/PycharmProjects/CyberSeclLabXsSSs
(7 Dev Containers

@ CyberSecLabCommandinjection

~/PycharmProjects/CyberSecLabCommandinjection

Customize
Plugins

Learn
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2. Give a name to your project (e.g. CybersecurityLab). You will find the new project in:

C:/Users/<diism-user>/PycharmProjects/CybersecurityLab

3. Select @©)setectexistng next to the Environment line. Leave the rest unchanged, making
sure that Python path is set to:

¢ Python 3.13

If you see a different path, click on the icon to the right and browse until you reach the
Python installation directory that is located in:

C:/Program Files/Python313/python.exe
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4. Press the Create button in the bottom right portion of the screen

@ () New Project

A
P Location: @ /Users/andreacostanzo/PycharmProjects/CyberSecurityLab

Python
dj Django Create Git repository Create a welcome script
@ FastAPI
% Flask Interpreter type:  Project venv Base conda Custom environment
<% Pyramid Environment: Generate new @ Select existing
— Jupyter
Type: «* Python v
X dbt
> Other Python path: @ Python 3.11.6 /usr/local/bin/python3: v
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o PP PythonProject Version control Current File v

O Project -

Project

v [ PythonProject ~/PycharmProjects/PythonPi
‘?6 > [ .venv

Welcome . 5
to GitHub Copil > [{h External Libraries

=0 M o
o scieesnaanses The code (or any file in general) currently opened are shown here

=)
0o

Structure

Search Everywhere Double 4+

Your files and directories Go to File £+380
are shown here Recent Files $8E

@ Navigation Bar % 4
Python

Console Drop files here to open them

e

Python
Packages

®

Services

D

Terminal

Terminal  Local S - .
O . |
Problema (.venv) ~/PycharmProjects/PythonProject
29 Commands that you will run directly are shown here
Version
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5. Verify that PyCharm finds the packages we need to use in our codes

« ClickonFile = Settings
« Scrolldownto Project: [NAME] = Python Interpreter
* You should see a long list of packages similar to this one:

[ ) () Settings )
Q- Project: CryptographicFailures > Python Interpreter
> Appearance & Behavior
" Python Interpreter: &, Python 3.11 virtualenv at ~/PycharmProjects/CyberSecLabXSS/.v ~ = Add Interpreter v
eymap
> Editor i Try the redesigned packaging support in Python Packages tool window. Go to tool window
Plugins + )
> Version Control Package Version Latest version
v Project: CryptographicFailures Flask 3.1.0 3.1.0
Python Interpreter Jinja2 3.1.5 T 316
Project Structure MarkupSafe 3.0.2 3.0.2
> Build, Execution, Deployment Werkzeug 313 313
berypt 4.21 T 430
(Lanotades K EIameworks beautifulsoup4 412.3 14133
> Tools blinker 1.9.0 1.9.0
Backup and Sync certifi 2024.12.14 T 2025.1.31
Advanced Settings charset-normalizer 3.4.1 3.4.1
click 8.1.8 8.1.8
getmac 0.9.5 0.9.5
hashID 3.1.4 3.1.4
idna 3.10 3.10
itsdangerous 2.2.0 2.2.0
numpy 2.2.1 1224
pandas 2.2.3 2.2.3
piexif 1.1.3 1.1.3
pillow 11.0.0 T 11.1.0
pip 23.21 1 25.0.1
psutil 7.0.0 7.0.0
puremagic 1.28 1.28
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6. Download the course material from
https://clem.dii.unisi.it/~vipp/website resources/courses/cybersecurity/lab material.zip.

You need to use your UNISI credentials to access the Internet in the laboratory

7. Unzip the file and copy its content inside PyCharm, in the files and directories view

N
CryptographicFai @MM install_packages.p

lab_material.zip

Project

&

Welcome
to GitHub Copil

TXT PYTHON

i y

Copy with:
* Dragand drop o
e CTRL-C/CTRL-V
* Manually copy inside the project directory

PP PythonProject Version con trol

Project -

v [J PythonProject ~/PycharmProjects/PythonPr
> [).venv

> (b External Libraries

> =®Scratches and Consoles

Terminal  Local S

Search E
Go to Fild
Recent F|
Navigatiq

Drop file
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ALTERNATE INSTALL. SKIP THIS IF YOUR PACKAGES ARE ALREADY INSTALLED
* Rightclickonthe install packages.py file and select Run ‘install packages’
* When asked, input your UNISI credentials
* Wait for the installation

Find Usages XF7
5 Project
. Inspect Code...
Project

v [ PythonProject ~/PycharmProjects/Py

Rename... {F6
> [ .venv
Refactor >
> [ CryptographicFailures
# install_packages.py Bookmarks >
= requirements.txt = _
*= Reformat Code L
> [lh External Libraries
o Optimize Imports N0
> = Scratches and Consoles
Delete... B>

Override File Type

[> Run 'install_packages' ~ R

¥ Debug 'install_packages' ~4D
More Run/Debug > t Filest3eE
p:,tah)on (D Open in Right Split fHa ation Bar 3 1
consele Open In > iles here to open them
\?4 Local History >
P:zgzzs Repair IDE on File
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ALTERNATE INSTALL. SKIP THIS IF YOUR PACKAGES ARE ALREADY INSTALLED
e Select the Terminal tab
* Copy the command below by replacing the placeholders with your UNISI credentials
* Press ENTER and wait for the installation to end

>_]
Terminal
Terminal Local + v
progzms (.venv) ~/PycharmProjects/PythonProject
pip install --proxy https://<UNISIPASS_USER>:<UNISIPASS_PASSWORD>@172.16.0.200:312 -r requirements

Version
Control

pip install --proxy https://<UNISIPASS USER>:<UNISIPASS PASSWORD>@172.16.0.200:312
—-r requirements
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8. Running your first code. Double click on a file and use the controls on the top right.

0

Project

&

Welcome
to GitHub Copil

0
0o
Structure

CF CryptographicFailures Version control

Project -

v [ CryptographicFailures ~/PycharmProjects/(

> [ BrokenAuthentication

v [ CryptographicFailures
> [ RainbowTables

> [ Resources

> [ WeakAppRandomness

A

CryptFail_bruteforce_bcrypt.py

Current File v

# CryptFail_using_base64.py

# Are deprecated hash
# cryptographic hash f

import baseé4

# Example password
password = "SuperSecurePasswordl23!"

ch as MD5 or SHA1 in use, or are non-cryptogr

7 CryptFail_bruteforce_DES.py
@ CryptFail_bruteforce_md5.py # Encode the password using Baseé4
@ CryptFail_bruteforce_mersenne_twiste erscoded_password = baseb4.bé4encode(password.encode("utf-8"))
m & CryptFai|_Cracking_caesar_cipher.py 12 print(f"Encoded Password: {enCOded_paSSWOr‘d.deCOde(IUtf‘gl)}‘")
@ CryptFail_dictionary_md5.py
@ @ CryptFail_md5_collision.py # Now go to https://www.basebé4decode.org/ and decode the encoded password!
Python & CryptFailmisusing base64.py # Now go to Cyberchef: https://cuyberchef.io (or similar: https://tool.cuyberchef.dev)
# Or from command line:
Conscie @ CryptFail_using_base64.py f
# encode: openssl baseb4 -e <<< test
>
g IR ELCIBTCI sl # decode: openssl baseé4d -d <<< dGVzdAo=
Python 7 install_packages.py
Packages — 5 e
D
@ Run CryptFail_using_base64
Services
6
Terminal /Users/andreacostanzo/PycharmProjects/CyberSecLabXSS/.venv/bin/python3.11 /Users/andreacostanzo/PycharmProjects/CryptographicFai
Encoded Password: U3VwZXJTZWN1cmVQYXNzd29yZDEyMyE=
Problems = Process finished with exit code 0
=
Version =
Control >

AR

jons used when

aphicFailures/C

i 1l




Run the code in DEBUG MODE to observe program’s behavior or variable values

Version control

CF CryptographicFailures

Current File v

) Project - @ CryptFail_using_base64.py
Project
v [ CryptographicFailures ~/PycharmProjects/( 5 X1~ v
o o _ o —. (‘D A
8’6 > [J BrokenAuthentication # Are deprecated hash functions such as MD5 or SHA1 in use, or are non-cryptographic has 5 A ions used when
Welcome T # cryptographic hash functions are needed? o W
to GitHub Copil v [ CryptographicFailures g 0%
> [3J RainbowTables & =
o
0 > [O Resources 3 ©°
oo 5 >
Structure > [0 WeakAppRandomness S g
D
“ CryptFail_bruteforce_bcrypt.py "SuperSecurePassword123!" password: 'SuperSecurePasswordl23!’ c
@ CryptFail_bruteforce_DES.py >
U
@ CryptFail_bruteforce_md5.py ncode the password using Baseé4 a
@ CryptFail_bruteforce_mersenne_twiste encoded_password = baseb4.bé4encode(password.encode("utf-8")) encoded_password: b'U3VwZXJTZWNIcmVQYXNzd29yZDEyMy
> @ CryptFail_cracking_caesar_cipher.py [ ) print(f"Encoded Password: {encoded_password.decode('utf-8')}")
RuD 7 CryptFail_dictionary_md5.py
. ]
@ @ CryptFail_md5_collision.py # Now go to https://www.baseé4decode.org/ and decode the encoded password!
N & CryptFail misusing base64.py # Now go to Cyberchef: https://cyberchef.io (or similar: https://tool.cyberchef.dev)
c | . . # 0r from command line:
onsoe @ CryptFail_using_base64.py
# encode: openssl baseb4 -e <<< test
>
g B ] # decode: openssl baseb4 -d <<< dGVzdAo=
Python 7 install_packages.py
Packages = 5 S
@ Debug ** CryptFail_using_base64 —
Services
\ﬁ‘ | - l ; i v TrEaUS & VanapEs  oCoNsoe um)
Ferminal @® MainThread v Evaluate expression (¥) or add a watch ({%d) v
@ (J <module>, CryptFail_using_base64.p > = encoded_password = {bytes: 32} b'U3VWZXJTZWN1cmVQYXNzd29yZDEyMyE="'
roblems 53 password = {str} 'SuperSecurePassword123!'
%9 > B8 Special Variables
Version
el Switch frames from anywhere in the IDE wi... 1|2




while [not edge) {

do {
run(); runl);
) \ } while [not edge);
2

Let's get
started
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