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Outline
• A little bit of history

• The AI media-revolution 
• Limits of passive media forensics

• Active DNN fingerprinting
• DNN watermarking in a nutshell
• GAN watermarking: early and new solutions

• Looking ahead
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When alarm started raising

In the end of the 90’s, the diffusion of easy-to-use image 
editing tools raised increasing alarm about the credibility of 
digital images and the possible use of manipulated images for 
malevolent purposes

• Use of digital images in a court of law
• Gossip / defamation
• Bias the political debate
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The birth of a new discipline

• Popescu, Alin C., and Hany Farid. "Statistical tools for digital 
forensics." International workshop on information hiding. Berlin, 
Heidelberg: Springer Berlin Heidelberg, 2004.

• Fridrich, J., Soukal, D., & Lukas, J. (2003, August). Detection of copy-
move forgery in digital images. In Proceedings of digital forensic 
research workshop (Vol. 3, No. 2, pp. 652-63).

• Image (and multimedia) forensics research

• REWIND Project, 7PF, EU

First technical solutions were proposed in the early 2000’s

Interestingly They were proposed by researchers working in 
steganalysis
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The AI revolution (yet another)

The AI revolution of photo-editing started in 2014*

Goodfellow, I., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, D., 
Ozair, S., ... & Bengio, Y. (2014). Generative adversarial nets. Advances in 
neural information processing systems, 27.

*This paper is receiving more than 1000 citations per month (still increasing)
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Since then the ball started rolling …
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and rolling and rolling …
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This X does not exist
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Im2Im translations
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And of course videos
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Then chat-GPT, DALL-E …

Two Italian girls eating 
pizza un a sunny day 

A motorbike blocked by a 
cow on a mountain road
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An ubiquitous presence
• Image taken by cell-phone are “doctored” at the origin

• All cell phones have AI-based apps to retouch/manipulate 
images easily and in a credible way

• AI image editing tools are freely available online
• All photoeditors are equipped with AI tools easier and 

easier to use

• Video enacting or puppeteering will soon be available on 
any video conferencing systems

• Companies are alteady working on a video version of 
DALL-E

• …and who knows what …
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Does conventional MMF still make sense?

• The amount of possible modifications, their extent and the 
progress of image editing AI clearly outgun the capabilities 
of MMF research

• MMF forensics IN THE WILD is more difficult than ever
• Understanding that an image has been “manipulated” by an 

AI tool may (no longer) be a meaningful info
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A paradigm shift

Unfeasible solution: how can we enforce the watermarking of all 
images generated or edited by means of AI ?

An old 
idea

Why don’t we embed an invisible  
watermark in all AI images so to ease

• Origin verification

• Trace manipulation history

• Detection of  abuses
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A paradigm shift

Rather than engaging a hopeless race of arms with generative 
AI companies, team up with them to ease the ethical use of 
digital images and identify abuses

A new 
idea

Watermark AI generative models so that all 
the images they produce contain a watermark

Possibly feasible: only a handful of 
companies are capable to train from 
scratch a new AI generative model 
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DNN watermarking in nutshell

DNN watermarking has been proposed as a way to protect the 
IPR of DNN models [1,2]
It indissolubly embeds within a DNN model a piece of 
information to be used later for a given purpose
The watermark should resist moderate to strong model 
modifications, like pruning, compression, fine tuning and even 
transfer learning  

[1] Y. Uchida, Y. Nagai, S. Sakazawa, and S. Satoh, 
“Embedding watermarks into deep neural networks,” in 
Proc. ICMR’17, 2017

[2] Li, Y., Wang, H., & Barni, M. (2021). A survey of deep 
neural network watermarking techniques. 
Neurocomputing, 461, 171-193.
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DNN watermarking = function watermarking

A digital communication problem (multi-bit watermarking)

White-box watermarking

E
DNN Channel
- fine-tuning
- quantization
- pruning …

Observation D
𝑓(𝑥, 𝜃!)

𝑏

𝐾

𝜃!"

𝑓(𝑥, 𝜃!" )

)𝑏

𝐾

Constraints
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DNN watermarking = function watermarking

A digital communication problem (multi-bit watermarking)

Black-box watermarking

E
DNN Channel
- fine-tuning
- quantization
- pruning …

Observation D
𝑓(𝑥, 𝜃!)

𝑏

𝐾

𝜃!"

𝑓(𝑥, 𝜃!" )

)𝑏

𝐾

Constraints

{𝑓 𝜒# , 𝜃 }
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DNN watermarking = function watermarking

A digital communication problem (multi-bit watermarking)

Box-free watermarking

Joint DNN and media watermarking

E
DNN Channel
- fine-tuning
- quantization
- pruning …

Observation
D

𝑓(𝑥, 𝜃!)

𝑏

𝐾

𝜃!"

𝑓(𝑥, 𝜃!" )

)𝑏

𝐾

Constraints

{𝑓 𝜒# , 𝜃 }

Media Channel
- processing
- compression
- editing …

𝑦 = 𝑓(𝑥, 𝜃!" )
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Kill two birds with one stone
Box-free watermarking can be used to detect and trace 
synthetic contents to the model which generated them

Decoder

GAN 1

GAN 2

VIT j

w1

w2

wj

No watermark
…     other
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Challenges

• Development of a brand new theory of function 
watermarking

• Model-level robustness

• Image-level robustness
• Security model

– Embedded information

– Who does what?
– Keyword management

• Security against intentional attacks
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[1] N. Yu, et. al, Artificial fingerprinting for generative models: Rooting deepfake attribution in training data, ICCV, 2021 
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[2] Fei, J., Xia, Z., Tondi, B., & Barni, M. (2022, December). Supervised gan watermarking for intellectual property protection. In 2022 IEEE 
International Workshop on Information Forensics and Security (WIFS)
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Clean
FID 5.28  

Marked
FID: 6.16
Bits 100

Acc 99.75 

StyleGAN2 | FFHQ | 256 

Selected results [2]

[2] Fei, J., Xia, Z., Tondi, B., & Barni, M. (2022, December). Supervised gan watermarking for intellectual property protection. In 2022 IEEE 
International Workshop on Information Forensics and Security (WIFS)
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Original
Bit acc 
100%

JPEG QF=30
Bit Acc 65%
PSNR 32.14 

Noise Std=0.1
Bit Acc 77%
PSNR 20.05 

Blurring k=3
Bit Acc 92%
PSNR 25.09 

Brightness ×2.5
Bit acc 78%
PSNR 14.97 

Contrast ×2.5
Bit acc 84%
PSNR 15.12 

Saturation ×2.5
Bit acc 98%
PSNR 14.96

Selected results: image processing
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30%
Acc = 67.90 %

25%
Acc = 83.86 %

20%
Acc = 95.87%

15%
Acc = 98.93%

10%
Acc = 99.92%

5%
Acc = 99.95%

35%
Acc = 65.83 %

40%
Acc = 61.15%

50%
Acc = 57.09%

60%
Acc = 52.35%

Selected results: model pruning
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Precision 10-5

Acc = 99.90%
Precision 10-4

Acc = 99.21%
Precision 10-3

Acc = 98.43%

Precision 10-2

Acc = 85.61%
Precision 10-1

Acc = 49.7%
Precision 10-0

Acc = 53.52%

Selected results: model quantization
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StyleGAN2, FFHQ256, batch size=64, dataset size 70k

B
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y

Finetuning attack without WM loss (1 epoch ~ 1093 steps)

steps

Selected results: fine tuning
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C
le

an
M
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ke

d

input Ground truth generated input Ground truth generated

input Ground truth generated input Ground truth generated

PSNR 23.87→ 21.94   SSIM 0.7100 → 0.6206 

Other tasks: super-resolution
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Retraining free fingerprinting
For some applications it may be useful to embed different 
watermarks in different version of the same DNN model

With most methods this requires a heavy retraining 
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Solution [3,4]

Introduce a personalized layer in the generator whose 
parameters are responsible for watermark embedding
The parameters are generated (feedforward) by a separate 
parameter-generation network for each different watermark

The param gen network derives the 
parameters resulting in the embedding of 
the desired watermark without retraining

[3] J. Zhang, D. Chen, J. Liao, W. Zhang, G. Hua, and N. Yu, “Passport- aware normalization for deep model protection,” 
Advances in Neural Information Processing Systems, vol. 33, pp. 22 619–22 628, 2020.

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023
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For instance [4]

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023

Losses

Lwat = BCE(watermark prediction)
<latexit sha1_base64="KTwMinPLNha75FTjaXldl0+Ksww=">AAACHXicbVC7SgNBFJ31bXxFLW0Gg6BN2FVBG0EUwcJCwTwgCeHu5EaHzD6YuauGZX/Exl+xsVDEwkb8G2eTFL4ODBzOvWdmzvFjJQ257qczNj4xOTU9M1uYm19YXCour1RNlGiBFRGpSNd9MKhkiBWSpLAea4TAV1jze8f5vHaD2sgovKR+jK0ArkLZlQLISu3ibjMAuhag0rOsnd4CZfyAHx2fbDYJ7ygXUAege9ze2pEiN2Vb7WLJLbsD8L/EG5ESG+G8XXxvdiKRBBiSUGBMw3NjaqWgSQqFWaGZGIxB9OAKG5aGEKBppYN0Gd+wSod3I21PSHygfnekEBjTD3y7mWcxv2e5+N+skVB3v5XKME4IQzF8qJsoThHPq+IdqVGQ6lsCQkv7Vy6uQYOwnZiCLcH7HfkvqW6XvZ3y9sVu6fBoVMcMW2PrbJN5bI8dslN2zipMsHv2yJ7Zi/PgPDmvzttwdcwZeVbZDzgfX0C6oqQ=</latexit>

Ladv = BCE(real/fake prediction)
<latexit sha1_base64="bnkKMfmDHtQLFZOXej0sZ6xie7M="></latexit>

Lz = MSE(z, predicted input)
<latexit sha1_base64="7EOnyyL+3xM8U3tOuTO+X6U1aug=">AAACF3icbVDLSgMxFM3UV62vqks3wSJUkDKjgm4EUQQXCorWFjqlZDK3NZh5kNwR26F/4cZfceNCEbe6829M6yzUeiBwOOfeJOd4sRQabfvTyo2NT0xO5acLM7Nz8wvFxaUrHSWKQ5VHMlJ1j2mQIoQqCpRQjxWwwJNQ824OB37tFpQWUXiJ3RiaAeuEoi04QyO1ihU3YHjNmUxP+q0e3aOnF0fl3gZ1Ee4wNVf5giP4VIRxgv31VrFkV+wh6ChxMlIiGc5axQ/Xj3gSQIhcMq0bjh1jM2UKBZfQL7iJhpjxG9aBhqEhC0A302GuPl0zik/bkTInRDpUf26kLNC6G3hmcpBC//UG4n9eI8H2bjMdZoKQfz/UTiTFiA5Kor5QwFF2DWFcCfNXyq+ZYqYKpQumBOdv5FFytVlxtiqb59ul/YOsjjxZIaukTByyQ/bJMTkjVcLJPXkkz+TFerCerFfr7Xs0Z2U7y+QXrPcvS4WfZA==</latexit>

Lconst = MSE(Gw1(z), Gw2(z))
<latexit sha1_base64="VIuV52u3iuCuyRLK/O4JR7PyY0M=">AAACGnicbZDLSsNAFIYnXmu9RV26GSxCC1KSKuhGKIroQqGivUBbwmQ6bYdOJmFmotSQ53Djq7hxoYg7cePbOEm70NYfBj7+cw5nzu8GjEplWd/GzOzc/MJiZim7vLK6tm5ubNakHwpMqthnvmi4SBJGOakqqhhpBIIgz2Wk7g5Ok3r9jghJfX6rhgFpe6jHaZdipLTlmHbLQ6qPEYsuYyfCPpcqhsfw6uYsf+5E944d5x8KezDlUsIFx8xZRSsVnAZ7DDkwVsUxP1sdH4ce4QozJGXTtgLVjpBQFDMSZ1uhJAHCA9QjTY0ceUS2o/S0GO5qpwO7vtCPK5i6vyci5Ek59FzdmRwiJ2uJ+V+tGaruUTuiPAgV4Xi0qBsyqHyY5AQ7VBCs2FADwoLqv0LcRwJhpdPM6hDsyZOnoVYq2vvF0vVBrnwyjiMDtsEOyAMbHIIyuAAVUAUYPIJn8ArejCfjxXg3PkatM8Z4Zgv8kfH1A9tWn3E=</latexit>

Discriminator: Ladv
<latexit sha1_base64="MsuYZV6XgmTcGLKRS+85gYT7F+o=">AAAB+nicbVDLSsNAFJ3UV62vVJdugkVwVZIq6LLoxoWLCvYBbQg3k2k7dDIJM5NKifkUNy4UceuXuPNvnLRZaOuBgcM593LPHD9mVCrb/jZKa+sbm1vl7crO7t7+gVk97MgoEZi0ccQi0fNBEkY5aSuqGOnFgkDoM9L1Jze5350SIWnEH9QsJm4II06HFIPSkmdWByGoMQaW3mVeCsE088yaXbfnsFaJU5AaKtDyzK9BEOEkJFxhBlL2HTtWbgpCUcxIVhkkksSAJzAifU05hES66Tx6Zp1qJbCGkdCPK2uu/t5IIZRyFvp6Mg8ql71c/M/rJ2p45aaUx4kiHC8ODRNmqcjKe7ACKghWbKYJYEF1VguPQQBWuq2KLsFZ/vIq6TTqznm9cX9Ra14XdZTRMTpBZ8hBl6iJblELtRFGj+gZvaI348l4Md6Nj8VoySh2jtAfGJ8/3suUZQ==</latexit>

Decoder: Lz
<latexit sha1_base64="xKM5kgdZvX+ikA4MQHVbldApm/w=">AAAB9HicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLoxoWLCvYB7VAyaaYNzSRjkinUod/hxoUibv0Yd/6NmXYW2nogcDjnXu7JCWLOtHHdb2dldW19Y7OwVdze2d3bLx0cNrVMFKENIrlU7QBrypmgDcMMp+1YURwFnLaC0U3mt8ZUaSbFg5nE1I/wQLCQEWys5HcjbIYE8/Ru2nvqlcpuxZ0BLRMvJ2XIUe+Vvrp9SZKICkM41rrjubHxU6wMI5xOi91E0xiTER7QjqUCR1T76Sz0FJ1apY9CqewTBs3U3xspjrSeRIGdzELqRS8T//M6iQmv/JSJODFUkPmhMOHISJQ1gPpMUWL4xBJMFLNZERlihYmxPRVtCd7il5dJs1rxzivV+4ty7TqvowDHcAJn4MEl1OAW6tAAAo/wDK/w5oydF+fd+ZiPrjj5zhH8gfP5Ax6aklM=</latexit>

Lwat
<latexit sha1_base64="jAO90Xtp5ugq+80gASYxK5sn3Ss=">AAAB+nicbVDLSsNAFJ3UV62vVJdugkVwVZIq6LLoxoWLCvYBbQiT6aQdOpmEmRtLifkUNy4UceuXuPNvnLRZaOuBgcM593LPHD/mTIFtfxultfWNza3ydmVnd2//wKwedlSUSELbJOKR7PlYUc4EbQMDTnuxpDj0Oe36k5vc7z5SqVgkHmAWUzfEI8ECRjBoyTOrgxDDmGCe3mVeOsWQeWbNrttzWKvEKUgNFWh55tdgGJEkpAIIx0r1HTsGN8USGOE0qwwSRWNMJnhE+5oKHFLlpvPomXWqlaEVRFI/AdZc/b2R4lCpWejryTyoWvZy8T+vn0Bw5aZMxAlQQRaHgoRbEFl5D9aQSUqAzzTBRDKd1SJjLDEB3VZFl+Asf3mVdBp157zeuL+oNa+LOsroGJ2gM+SgS9REt6iF2oigKXpGr+jNeDJejHfjYzFaMoqdI/QHxucP+MmUdg==</latexit>

Generator, 
ParamGen:

Ladv
<latexit sha1_base64="MsuYZV6XgmTcGLKRS+85gYT7F+o=">AAAB+nicbVDLSsNAFJ3UV62vVJdugkVwVZIq6LLoxoWLCvYBbQg3k2k7dDIJM5NKifkUNy4UceuXuPNvnLRZaOuBgcM593LPHD9mVCrb/jZKa+sbm1vl7crO7t7+gVk97MgoEZi0ccQi0fNBEkY5aSuqGOnFgkDoM9L1Jze5350SIWnEH9QsJm4II06HFIPSkmdWByGoMQaW3mVeCsE088yaXbfnsFaJU5AaKtDyzK9BEOEkJFxhBlL2HTtWbgpCUcxIVhkkksSAJzAifU05hES66Tx6Zp1qJbCGkdCPK2uu/t5IIZRyFvp6Mg8ql71c/M/rJ2p45aaUx4kiHC8ODRNmqcjKe7ACKghWbKYJYEF1VguPQQBWuq2KLsFZ/vIq6TTqznm9cX9Ra14XdZTRMTpBZ8hBl6iJblELtRFGj+gZvaI348l4Md6Nj8VoySh2jtAfGJ8/3suUZQ==</latexit>

Lz
<latexit sha1_base64="xKM5kgdZvX+ikA4MQHVbldApm/w=">AAAB9HicbVDLSgMxFL3js9ZX1aWbYBFclZkq6LLoxoWLCvYB7VAyaaYNzSRjkinUod/hxoUibv0Yd/6NmXYW2nogcDjnXu7JCWLOtHHdb2dldW19Y7OwVdze2d3bLx0cNrVMFKENIrlU7QBrypmgDcMMp+1YURwFnLaC0U3mt8ZUaSbFg5nE1I/wQLCQEWys5HcjbIYE8/Ru2nvqlcpuxZ0BLRMvJ2XIUe+Vvrp9SZKICkM41rrjubHxU6wMI5xOi91E0xiTER7QjqUCR1T76Sz0FJ1apY9CqewTBs3U3xspjrSeRIGdzELqRS8T//M6iQmv/JSJODFUkPmhMOHISJQ1gPpMUWL4xBJMFLNZERlihYmxPRVtCd7il5dJs1rxzivV+4ty7TqvowDHcAJn4MEl1OAW6tAAAo/wDK/w5oydF+fd+ZiPrjj5zhH8gfP5Ax6aklM=</latexit>

Lwat
<latexit sha1_base64="jAO90Xtp5ugq+80gASYxK5sn3Ss=">AAAB+nicbVDLSsNAFJ3UV62vVJdugkVwVZIq6LLoxoWLCvYBbQiT6aQdOpmEmRtLifkUNy4UceuXuPNvnLRZaOuBgcM593LPHD/mTIFtfxultfWNza3ydmVnd2//wKwedlSUSELbJOKR7PlYUc4EbQMDTnuxpDj0Oe36k5vc7z5SqVgkHmAWUzfEI8ECRjBoyTOrgxDDmGCe3mVeOsWQeWbNrttzWKvEKUgNFWh55tdgGJEkpAIIx0r1HTsGN8USGOE0qwwSRWNMJnhE+5oKHFLlpvPomXWqlaEVRFI/AdZc/b2R4lCpWejryTyoWvZy8T+vn0Bw5aZMxAlQQRaHgoRbEFl5D9aQSUqAzzTBRDKd1SJjLDEB3VZFl+Asf3mVdBp157zeuL+oNa+LOsroGJ2gM+SgS9REt6iF2oigKXpGr+jNeDJejHfjYzFaMoqdI/QHxucP+MmUdg==</latexit>

Lconst
<latexit sha1_base64="qOtb981g9mdXnvRQBh5vho8dw90=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiRV0GXRjQsXFewD2hAm00k7dDITZiZCCPFX3LhQxK0f4s6/cdJmoa0HBg7n3Ms9c4KYUaUd59uqrK1vbG5Vt2s7u3v7B/bhUU+JRGLSxYIJOQiQIoxy0tVUMzKIJUFRwEg/mN0Ufv+RSEUFf9BpTLwITTgNKUbaSL5dH0VITzFi2V3uZ1hwpXPfbjhNZw64StySNECJjm9/jcYCJxHhGjOk1NB1Yu1lSGqKGclro0SRGOEZmpChoRxFRHnZPHwOT40yhqGQ5nEN5+rvjQxFSqVRYCaLqGrZK8T/vGGiwysvozxONOF4cShMGNQCFk3AMZUEa5YagrCkJivEUyQR1qavminBXf7yKum1mu55s3V/0Whfl3VUwTE4AWfABZegDW5BB3QBBil4Bq/gzXqyXqx362MxWrHKnTr4A+vzB513lWU=</latexit>
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A sense of achievable results

• Boundary Equilibrium GAN (BEGAN) 

• Spectral Normalization GAN (SNGAN) 
• Progressive Growing GAN (PGGAN)

• Face generation, trained on CelebA dataset

• Penultimate layer for PN

• ParamGen networks: fully connected, ReLu, 128 wm bits

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023
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Impact of noise loss term

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023

The Lz term is essential to force the dependency of the 
generated images on the input noise
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Impact of constant-loss term

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023

The Lconst is crucial to enforce a uniform behaviour of models 
watermarked with different bits
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A sense of achievable results [4]

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023

Model Metric No WM Performance

BEGAN

Accuracy - 100%

FID 20.89 20.72

Comput. overhead - 100ms

SNGAN

Accuracy - 99.9%

FID 24.25 24.70

Comput. overhead - 100ms

PGGAN

Accuracy - 99.8%

FID 27.50 28.02

Comput. overhead - 100ms
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A sense of achievable results [4]

[4] J. Fei, Z. Xia, B. Tondi, M. Barni, Robust retraining-free GAN fingerprinting via Personalized Normalization, IEEE WIFS 2023

Model Fine tuning Pruning (10%) Pruning (20%) Quantization 10-1

BEGAN 85% 99% 68% 98%

SNGAN 88% 98% 80% 99%

PGGAN 75% 99% 85% 100%

Robustness to model-manipulation

Model JPEG (QF 50) Blurring (5x5) Noise addition (std = 0.1)

BEGAN 92% 80% 89%

SNGAN 92% 80% 90%

PGGAN 94% 84% 88%

Robustness to image procesing
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Looking ahead

• Limits of classical Multimedia forensics in the AI era

– Still valid in specific, narrow, scenarios
– Difficult (impossible) to cope with in a wide settings

• Disinformation campaigns
• DNN-based active fingerprinting may provide a solution

– Challenges to be solved (robustness [A] and security)

– Do not think it will be a general solution, but can be a valid 
complement to passive MMF

[A] J Fei, Z Xia, B Tondi, M Barni “Wide Flat Minimum Watermarking for Robust Ownership Verification of GANs” - arXiv
preprint arXiv:2310.16919, 2023
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Thank you
for your attention


